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Agenda
« What is IBM Worklight?: A Review

» Continuous Integration

« Automated Adapter Testing

» Preparing for Production (versioning
adapters, managing authentication,

updating apps...)
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Worklight Server

User authentication and
mobile trust

Mashups and service
composition

JSON Translation

Adapter Library for
backend connectivity

Stats Aggregation

Client-Side
App Resources

Direct Update

Mobile
Web Apps

Unified Push
Notifications




What are Worklight Adapters?

« Standardised way to "mobilise” services

» Essentially a lightweight integration layer

« Much of the real-world use is the HTTP
Adapter to connect to existing RESTful

Services, i.e. mapping to Create (POST),
Read (GET), Update (PUT) and Delete
(DELETE) verbs.

* There are also other adapter types (SQL,

0 Invoke Data/Result
adapter 150N () JMS, Cast Iron)
procedure



What do they look like?

Client-side (in the app)

ML.Client.invokeProcedure({
adapter: ‘Agapl”,
procedure: "getStories’,
paremeters: [J,

}o {
onSuccess: function{object) {
/7 .. Do some stuff with the result
b

onFollure: function{object) {
/7 .. Hendle the error situstion
}
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WL.Client.invokeProcedure({
adapter: 'Adapl',
procedure: 'getStories’,
parameters: [],

by 4

onSuccess: function(object) {
// .. Do some stuff with the result

|
onFailure: function(object) {

// .. Handle the error situation
}

$)s
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<?xml version="1.0" encoding="UTF-8"7>

<wl:adapter name="Adapl"”
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns:wl="http://www.worklight.com/integration”
xmlns:http="http://www.worklight.com/integration/http">

<displayName>Adapl</displayName>
<description>Adapl</description>
<connectivity>
<connectionPolicy xsi:type="http:HTTPConnectionPolicyType">
<protocol>http</protocol>
<domain>rss.cnn.com</domain>
<port>80</port>
</connectionPolicy>
<loadConstraints maxConcurrentConnectionsPerNode="2" />
</connectivity>

<procedure name="getStories"/>
</wl:adapter>

.Q-Daez.



»»»»»»

function getStories(param) {
path = getPath(param);

var input = {
method : 'get',
returnedContentType : "xml',
path : path,
transformation : {
type : 'xslFile’,
xslFile : '"filtered.xsl'

k3

return WL.Server.invokeHttp(input);



and Natwe Coding Compatibiiey Layer
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Worklight Application
Center

Development Team Provisioning

Enterprise App Provisioning
and Governance

App Feedback Management

Public App Stores
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Device Runtime

Cross-Platform
Compatibility Layer

Server Integration
Framework

Encrypted and
Syncable Storage

Runtime Skinning




Fie System
{on modile device)

Native Container

HTML, CSS, JavaScript

Mobile Operating System
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Back-end Systems
(HTTP, REST, SOAP,

Worklight Server
(Adapters)

JOBC, etc..)
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So how would we "normally”
develop a Worklight app?

Develop App and

... using the IDE




Develop App and
Adapters

... using the IDE

YReZi
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Use Platform-native
Tools to Build
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Deploy Artifacts
Manually for
Development and



Continuous Integration

Build in the morning have your fix on devices by
the end of the day

Jenkins



Why would we do it? This is why:

SI-test2-Deploy

CI-ContinuousTest-dev2
133/172 test failures .. 3

CI-Fix-dev3
139/172 test failures .. |

Client transparency
T'ime to market
Encourages developers
Mitigates integration issues
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Cl Environment

* Development:
* built very frequently the latest level of code
checked into SCM
« possibly unstable, provides immediate

feedback
(Future Proofing)

+ Bug Fixing - Once version 1.0 of the app is in app
store and v1.1 is being created. Fixes can be made
to the app in parallel with future development

C1 provides immediate feedhack 10 developers

‘O-Daszn
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Jenkins v Cl-Develop-dev] v #3171
4 Back to Project
QL statue () Build #3171 (Mar 21, 20
 Changes
B coosoie Outous
" Edit Build Information ‘a‘ || Basket.adapter
~ - || Category.adagter
® W PC!mmnn!BI!III:I II :
Polling Log | Content.adapter
D £ (7] Customer.adapter
¢F ol Graoh —.
Previous Build ] Location.adapter
" %emmnm
| | RestServiceStubs-mobilewebapp-1.0 wiap

|| Reviews.adapter

%&mmm

) Stock.adapter

QErev Ty
No cha
> 2l changes
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Jenkins v Sl-testl-Deploy » #1333

4 Back to Project

L, Status

_# Changes

B console Output [raw] i

" Edit Build Information &# No changes.
—

lb Started by anonymous user

Q Build #133 (Mar 19, 2
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Continuous Integration server

Automated ways of building each component

What tools do we need?

(=
Mature source-code management is vital e.g. git.

A few bits of glue in the form of scripts etc.

/ Automated Testing?




WebSphere.

Liberty profile and Jenkins is a free,
open source and highly customisable
solution

O
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Continuous Integration server

Automated ways of building each component

What tools do we need?

— . .
Mature source-code management is vital e.g. git.

A few bits of glue in the form of scripts etc.

/ Automated Testing?
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The Components of Worklight

« Worklight server-side components
« .war - The Worklight server
» .wlapp - The Worklight application
« .adapter - The adapter  gyworkight Console

CommonUtilities Commonisines

Last deployed at 2014-03-20 16:58

BM ADD CaMer Mo 20w Cariew (8 Pa WIS F Stz ADGo aivwn J30we

Show detals v LA 0h0ped 1 2006007 1820

“ RN Lo Verson 81 @ Acsve
L

Worklight supplies Ant Tasks to build & deploy its
components
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Continuous Integration server

Automated ways of building each component

What tools do we need?

=
Mature source-code management is vital e.g. git.

A few bits of glue in the form of scripts etc.

/ Automated Testing?
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Powerful Source-code Management

« GitHub Pull requests or similar features enable easy
code peer review prior to integration

co— - - - (eSS

- —

« GitHub Webhooks can trigger builds on code commit
allowing CI to "blame” code mergers that break the

build
Powerful SCM can boost development time and simplify

integration
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Powerful Source-code Management

 GitHub Pull requests or similar features enable easy

code peer review prior to integration

« GitHub Webhooks can trigger builds on code commit
allowing CI to "blame” code mergers that break the

build
Powerful SCM can boost development time and simplify

integration
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Continuous Integration server

Automated ways of building each component

What tools do we need?

=
Mature source-code management is vital e.g. git.

A few bits of glue in the form of scripts etc.

/ Automated Testing?
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Bash Shell

“

" -

The glue

J

O

« Scripts and Ant tasks to
« Source Code Checkout
 Build Worklight artefacts
« Deploy .wlapp & .adapters
» Build native applications (.ipa, etc)
+ Execute tests

« Deploy Apps to app center

« CI server to drive & manage thesel/ ’4‘.}'&‘“‘ (\

<KPACHE ANT>



Ideal Steps to Production

Cl Environment
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) Paezi

S| Environment

Systems Integration:
» More stable code base
» Promoted at end of Sprints
« End to end process tests
* QA and Ul testing can be expanded
» Integration tests
« Another App Center




UAT Environment

User Acceptance Testing
« The final check before code is
pushed to production

« Business sign off
« Final QA

* "Production like" environment
(clustered, load balanced etc)

O'UQE.’I
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Automated Adapter Testing

« Testing server-side components with well-defined inputs and
outputs,
« Provides feedback on code quality and data manipulation

» Integration testing of adapters supported

« Integrated into CI - this gives a powerful metric
« We have successfully combined open-source components with the

Worklight API to construct such a framework.

i

ﬂ"




Testing Framework

>

Application |« r »i Adapters
WL Server
node [

>

Backend

Worklight security?
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Automated Adapter Testing

» Testing server-side components with well-defined inputs and
outputs.

« Provides feedback on code quality and data manipulation

« Integration testing of adapters supported

« Integrated into CI - this gives a powerful metric
« We have successfully combined open-source components with the
Worklight API to construct such a framework.




What tools do we need?

» Customised Worklight node script to invoke the
adapters
- Stubbing solution - Use another Worklight Mobile
\Xeb Project
« Worklight can serve up text in response to GET

requests

......



Lp require! ‘wiAoapter' )}
eapect requirel ‘chal’).expect;

param
describe(“Category AMapter Test Sulte’ | ool ) (

describe (“spetToplevelCategoriesi) * unctiond )4
1t{"should have data fleld containing something™, f tion(done){

0. IswoheProcedure(“Category™, “oetToplevellategories™, parmm, rfusctiond response)d
cxpect{response.data).not . to.be, }
), done);

A}
)
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rar 1p - require('wlAdapter’);
var expect require( ‘chal’).expect;

var param - “[]";
describe("Category Adapter Test Suite™, function(){

describe (“sgetToplevelCategories() “, function(){
it(“should have data field containing something", function(done){

ip. invokeProcedure(“Category™, “getToplLevelCategories”, param, function(response){
expect(response.data).not.to.be. :
},done) ;

git  {bevelng MRS N S0 TS T T v LLAT DR 18 . 1T . e, 1%

Category Adepter Test Saite
Mot Topleve ICategorieni)



« ninTest givni(develop) « soohe R spec tests/oetTopleveilategaries, test dome. |3

Categery Adspler Test Saite
et Topleve lCategoriest)
¢ houid have Bata Tield comtalning something (100es)

1 sasaing C1bwes)

“ UnitTent git:(dewelop) » mocha -R spec testy/getTopleoveilateogarios, test . doso. I0

Category Adapter Test Selte
#getTopleve lCategorten()

1)

o id mat heve data Tield

R pasning (110ea)
1 falling

1} Category Admpter Test Sulte sgetTapleveilategories|) shouls not Bave dats Tlels:
Creor: aapected { OSject [(statustoce, Sesrch, ...) ) to be mell

"
[ 14
L
L
"
"
L
L

repartTestinllure (/USEr A/ Mar Land/ it /o, vh honebend, Al rateglis oo/ Monchate/ s ter s/ Uit Ted L/ o0de_podu led v IAOLer / Lvvabet P recedure. Iat 238: 1))
AUsers M riand/ At/ Co, wh. NOReDase, STIMTA) I~ 200/ Monebase/ M tera AN I T Tes Lo nide sty les/ vIAdepter/ Invehest Pracedure. (51357

tryCatchReject (MAsersMariand/glts/ oo, Uk, hosebase. §1rateg 1c~opiv Homesase/ adapters/On i tTest /nade_ modk Les/wnen/ 110/ sabkePromise, [y 102 W4)

Hedler . Rejecto®undilor.vien (/e rs/Marload/glt /oo Uk Rombase. s rategic-app/Monetene/sdapters /INi tTest /nade _mOduinm/ vhee/ LIS /sniaPronise. 1925541 7)
Handler . Defercodmandler. run [ MUners/Mar Land/ gl /oo, e, Somebast . 11 rotegic-add Honebase/ sdeplora/inl L Tea 1 /node_nod Les /whes/ Lib/sabef ramise., j1: 384:1))
Schetuler, _ralafueue L/ABE /M0 Lasd/ g LL Cou Ub  Atechase . A1 rateg LOapp/ Mmebase/ plepters /AN LI Test/node_sodules vhen) | L/ schaduler, fsid]114)
Siheduiar. araindueve [ Mo rsMr land/ glt/ca. vk naaebase , sTrategic~aap/Monehase/adapters/Init Test /node_sooyles/ v/ LIb/schaduler, (51350

process, _tickCalibech (node, Sa:415:30)

« UnitTest git:(desslop) » |}

15124



+ UnitTest git:(develop) » mocha -R spec tests/getToplLevelCategories.test.demo.js

Category Adapter Test Suite
#getTopLevelCategories()
¢ should have data field containing something (105ms)

1 passing (109ms)

+ UnitTest git:(develop) » mocha -R spec tests/getToplLevelCategories.test.demo.js

Category Adapter Test Suite
#getTopLevelCategories()
1) should not have data field

@ passing (123ms)
1 failing

Q-an;n

- teanrv Adanter Test Suite #anetTanlevelCatennries() should nnt have data field:



1 passing (109as)

+ UnitTest git:(develop) » mocha -R spec tests/getToplLevelCategories.test.demo.)s

Category Adapter Test Suite
#getToplLevelCategories()

1)

should not have data field

8 passing (123ms)
1 failing

1) Category Adapter Test Suite #getToplLevelCategories() should not have data field:
Error: expected { Object (statusCode, Search, ...) } to be null

at
at
at
at
at
at
at
at

reportTestFailure (/Users/Marland/git/co.uk.homebase.strategic-app/Homebase/adapters
/Users/Marland/git/co.uk.homebase.strategic-app/Homebase/adapters/UnitTest/node_mody
tryCatchReject (/Users/Marland/git/co.uk.homebase.strategic-app/Homebase/adapters/Ur
Handler.Rejecteddandler.when (/Users/Marland/git/co.uk.homebase.strategic-app/Homebsa
Handler.DeferredHdandler.run (/Users/Marland/git/co.uk.homebase.strategic-app/Homebas
Scheduler._drainQueue (/Users/Marland/git/co.uk.homebase.strategic-app/Homebase/adag
Scheduler.drainQueve (/Users/Marland/git/co.uk.homebase.strategic-app/Homebase/adapt
process._tickCallback (node.js:415:13)

+ UnitTest git:(develop) » |}

@Da?:n



Test Result Trend
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Performance Testing

» Performance testing the adapter layer against stubs
then against real services.
» Provides instant feedback on performance

regressions and improvements

Responding time




Food for thought...

» How do you handle PUT, POST, and DELETE?

« What do you do with tests that connect to both
stubbed data and real services?

« How are unit tests different from integration tests?



Preparing for Production

(or, a few gotchas...)

« Worklight Applications have good management for
versioning

« However, currently Worklight Adapters do not

* Therefore, you should do it in code before you reach
v1, to prepare yourself for v2:

"L.Cliemt. mvot 'rot“or ol { Ly I
odaoter! “Adapter h
vuw. oﬂs' u PP E R ———
paraseters: [1, Mm*eo‘). i gL TGRS

OF |
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Understand Updates

Two ways of updating:
Update web code only - redeploy .wlapp only

Implictly encourages "Direct Update”

Suitable primarily for B2E scenarios ! E

-
A -
—
-
= -
- 4 . g




Native Shell

Pre-packaged
resources

Worldight
Server




Understand Updates

2. + Update web code and (custom)
native code

 Re-release via consumer App

» More 'heavyweight', suitable for

Store

all scenarios



Preparing for Production
(or, a few gotchas...)

« Worklight Applications have good management for
versioning

« However, currently Worklight Adapters do not

 Therefore, you should do it in code before you reach

vl, to prepare yourself for v2:

O C1heen  Avvobefrocesered [
whepher . “Rlapterit,
Proiadure: Tttt
perenetery: (1, “soseltharfute™),

3 |

O-L‘nqzn



WL.Client.1invokeProcedure({
adapter: "Adapterl”,
procedure: "getStories”,
parameters: [1, "someOtherData"],

IDH
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function getStories(param) {
if (version === 1) {
path « getPath(param);

var input = {

|

method : ‘'get’,
returnedContentType : "xml’,
path : path,
transformation : {
type : 'xslFile’,
xslFile : 'filtered.xsl'

return WL.Server.invokeHttp(input);

} else

I s

//

/’/
/7
/’r
/7
/7

//

if (version === 2) {
this code is yet to be written

incidentally, it could be factored out into another adapter:

var invocationData = {
“"odapter” : "StoryVZ2Adapter”,
"procedure”™ : "getStories”,
"parameters” : []

};

WL.Server.invokeProcedure(invocationData);
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Managing Authentication

» Exploiting standard WL adapter framework outsources
authentication to the WL Server 2 ) ()

App uses WL Challenge Handler to manage client-side
login lifecycle; independent of the type of
authentication performed.

var challengetandler « WL.Client.createChallengeMandler(“WCSAuthenticationRealn™);

challengeandler. isCustosResponse » function(response) {
7 (o

| H

challengeandler . handleChallenge » function(response) {
var authRequired » response.response)SON, authStatus;

if(authRequired === "reguired”) {
/7 .. Show our login page
} else {f{authRequired s«« "complete”™) {
// .. Hide our Login poge; user has successfully
/7 LC‘ggi‘d in.
}
| H



Back-end Systems
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Managing Authentication

Exploiting standard WL adapter framework outsources
authentication to the WL Server &) ()

« App uses WL Challenge Handler to manage client-side
login lifecycle; independent of the type of
authentication performed.

var challengetandler » WL . Client, createChal langetandler( "WCSAuthent icationkealn™);

challengetandler, LsCustonfiesponse » function{response) {
I/ ees
)

challengetandler.handleChallenge = function{response) {
var authflequired » response, responselSON, authStatus;

Lf(authRequired »»» “required”) {
7/ .. Show our login page
} else if(authRequired =«» “"complete”) {
/7 . Ride our login page; user hos successfully
7/ Logged 1n.
)
| ¥



n lifecycle; independent of the type of
hentication performed.

var challengeHandler = WL.Client.createChallengeHandler("WCSAuthenticationRealm"”);

challengeHandler.isCustomResponse = function(response) {
7§ AR5
};

challengeHandler.handleChallenge = function(response) {
var authRequired = response.responselSON.authStatus;

if(authRequired === "required”) {
// .. Show our lLogin page

} else if(authRequired === "complete”) {
// .. Hide our lLogin page; user has successfully
// Logged 1in.

};

) Paezi



How is Server-Side Authentication
Managed?

« WL ships with some standard server-side
authentication mechanisms (LDAP, LTPA,
etc..)

« Many real-world authentication scenarios
require more sophisticated authentication

« Worklight provides Adapter

Authentication for this purpose.



"Custom" Adapter Authentication

» An Authentication Adapter is a specialised
HTTP adapter which integrates with the

"back-end" login services, etc.

wir[oeermene . peased) |

returosdiontect Tyoe an’,
R il fSbervaoe ¢ "R e » paserd » A 2 piam,

* This is often the most complex part of a
Worklight implementation, and should be
planned and PoCed early.



HTTP adapter which integr:

"back-end" login services, et

function login(username, password) {
var i

nput = {

ethod ! et’,

eturne tentType : "Json’

ath : "/customer/logd WO apiKey
¥
WL.S .SetA er("w { 1)
r ult;

- This is often the most comp

Y orklight implementation

)
-



"Custom"” Adapter Authentication

« An Authentication Adapter is a specialised
HTTP adapter which integrates with the

"back-end" login services, etc.

ginissermas . pmvecrd) 4
v Dapat - |
- hod
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retvrradlort et Y oe
watomerilogint o inlde" & poarvaem » "Nt s passrt » 8T & ey

N ywiney sl gt Rl { v wrpr=gme ||

» This is often the most complex part of a
Worklight implementation, and should be
planned and PoCed early.



Conclusions

« Worklight is ready for production application
construction now - we are doing it with real
customers.

« Continuous Integration and Continuous
Testing are very powerful for driving up
quality and driving down time-to-market even
with enterprise complexities.
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