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Why enterprises are putting Mobile First

Mobile & Social

1b Smartphone users by 2016 75% of users act on location-based offers
91% always keep mobile at arms reach 11,000 APIs on the Programmable Web
$534b Mobile transactions by 2015 90% using combination of multiple devices

95% of Mobile traffic is data by 2015
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Or just consider the 2 recent Papal inaugurations...
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Un-integrated Mobile apps are not Engaging

Example: Customer uses Mobile app to interact with Airline
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v Can see my ticket % Can’ t change my ticket
v Can find my seat %x Can’ t move my seat
v Can see upgrade option % Can’ t buy upgrade
v" Can check flight status % Can’ t change flight
v Can see in-flight meal % Can’ t buy my choice of food
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Systems of Interaction

« Able to innovate rapidly by combining new and existing capabilities
« Can pace the rate of change between future and prior investments

o Interacts as one with its clients across a diverse range of touch-points

Back-office
Processes

Mobile

Internet D Public
of Things Cloud

Systems of
Interaction
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How to cost- How to restless How to secure the How to integrate How to deliver the

effectively support reinvent and boundary without Mobile activities into  responsiveness that
range of popular enhance Mobile disrupting the existing back-end Mobile users expect
device platform.s? experience faster? Mobile experience? processes and data? at Internet scale?

° [ J

Back-office
Processes

Internet
of Things

Systems of
Interaction

Services
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Introducing the Worklight Development lifecycle

Design & Develop
Instrument

m

Obtain Insight iE < Integrate
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Manage T | . ~  Test

Deploy - ~ Scan & Certify
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IBM Worklight components

Platform
Proprietary
Notification
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APNS or

GCM
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* Security & Authentication

* Back-end Data Integration

* Post-deployment control
and Diagnostics

%2 Worklight'Server

App Resources 5 Application Code
B
Direct Update ) BaCken(_j
o Integration /
Mobile a8 /
Web Apps ﬁ
S ———————— ©
Unified Push &
Notifications
ﬁ.‘-‘ i .-J.“L —
IBM Worklight Studio IBM Worklight Console

Applications are developed in HTML and Javascript
Adapters are developed in Javascript, and can use XSLT for transformation
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IBM Worklight Studio

e OO0 ; Java - Worklight Demo/apps/DemoApp/common/DemoApp.html - Eclipse - /Users/gregtruty/Documents/workspace/W
v M gl a8 o B8Fd[H0Q% |6 | ams 9| @& v 5]v®5 oy oy
] Package Explor &3 = 0|lla application-descriptor.xml <1 application-descriptor.xml| @ DemoApp.html &3
B&|s ¥ >0 %@ =0|$ Bl pevice: standard v | sk
» ¥ WhoDiag - <IDOCTYPE html>
v ¥ Worklight Demo Demonstration <html>
(= adapters - <head>
v 5= apps " e v <meta chars?lt-: utf-8" /> .
AV‘BDemoApp ) <meta name="viewport"” content="wic
iv Information About Us <title>DemoApp</title>
l:‘*,fommon <link rel="shortcut icon"” href="in
F=css <link rel="apple-touch-icon"” href=
Worklight
| d=3 g <link rel="stylesheet"” href="css/L
|3] DemoApp.html An IBM* company cl‘:.nk rel="stylesheet"” href="css/j
» B iphone <link rel="stylesheet"” href="css/n
P & legal Welcome to IMPACT

<1 application-descript
P = DemonstrationApp
> = apps-backup
P (= bin
= lib

This is a demonstration to showcase the flexibility of
IBM Worklight v5.0

We hope you enjoy it. Check us out at

<script src="js/jquery-1.7.1.
<script>

min.j

var jg=jQuery.noConflict();

</script>

<script src="js/jquery.mobile-1.1.

» ;2 Worklight DemoDemonstratic

http ://www.worklight.com

</head>
S <body onload="WL.Client.init({})" id="

= <div data-role="page" id="pagel">
- <!-- For demonstration purposes, y
= black

blue

white

grey

yellow

manoo

I I |

i <div data-theme="a" data-role=
Design | Source | Split

E’_ Problems | @ Javadoc @, Declaration | &l Console &3 & LogCat

Worklight Console

[2012-04-29 19:14:19] Environment 'iPhone' was created.

[2012-04-29 10:14:19] Environment 'Android phones and tablets' was created.
[2012-04-29 10:14:19] Environment 'BlackBerry' was created.
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Integrated Development
Environment
(Eclipse Plug-in)

Application development
using native and/or familiar
web technologies:

« HTML5

+ CSS3

» JavaScript

Integrated device SDKs
allow direct access from
within the IDE to emulators
and code debugging
utilities
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Single Shared Codebase

W) Java - Worklight

‘ [y My
| 817 51 % <o
(8 Package Explorer £3
E
» ¥ WhoDiag
vﬁWorklight Demo
(=>adapters
v (Zapps
» (= DemoApp
¥ (> DemonstrationApp |
» (= common
P (> legal
(€| application-descript
> (= apps-backup
» (= bin
= lib

| # [ | Worklight Environment

Create application folders for niw environments.

New Worklight Environment

Project name: | Worklight Demo

Application/Component: | DemonstrationApp

ruty/Documents/workspace...

majjava
A _ Common code placed
ask L | 5= Outlin =0 . . g
rese Ee 2 in primary file

Create folders for:
Mobile
LJ . iPhone
() @ ipad
[ s Android phones and tablets
0 aﬂlackkrw
() «JWindows Phone
Desktop
() @windows 7 and Vista
() <3 Adobe AIR
(") & Mac OS X Dashboard
Web
() 3 Facebook
() [[§iGoogle
|_J . Embedded web page
) [ Mobile web app

@

Cancel

Finish

Environment optimization
code is maintained
separately

{= DemonstrationApp

» 0 android
» B3 blackberry R

|

¥ (= common
P (= css
» (= images
> (=]s
DemonstrationApp.html
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DemonstrationApp - Worklight Demo/apps

» B iphone
» (= legal
<1 application-descriptor.xml
> (= apps-backup
B (2 hin
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Preview In browser

Mobile Browser Simulator l -+ L

1 Iocalhast: 8080/ MabdeBrawserSimulitor]index.htmiwehpage=hit p¥ 2A%2 FE2Floralhnst% 3ABN80%2 Fde

emo1%2Fhame. hemiddevicesFilePath () "- Google Q i] ln- -

Mobile Browser Simulator

The Mobie Browser Simulaor dizsplays mobie web pages in 8 varety of mosie browsasr 2izse and snapss.

Wiahpage:  hitpaiiacaihast AXEAGamaihama mmi Go Ao Dadoa v Soale Al Davices: Physicel cevice sze -~ MCalbrana Physcal Szel| 4 Enable Usaragant Setiching ProcsGap

Phaonatap

Apple Pheoe 4 v SrRoan o B| | RIM Blackbary 8550 Stom2 « SRxae § B MIC EvodG « HRaak | B

» Devioe
v Events
b ALCHRONMES”
» Bamay

Choo Your Activit
» Caman LI Account Overview roces Your Activity
» Capture

Nobie Banking
Choose Your Activity

BSl Account Overview

LI Apply For ALoan : HI Acoourt Overviaw
» Compass

» Comecs | I Apply For ALoan
+ Fie

+ Geclocation
» Macda

B Apply For A Loan

» Naotwork

Perform device specific tests in the Mobile Browser Simulator: supports Cordova
and IBM Worklight client AP|
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Worklight Demo — let's do some integration

15
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Worklight Adapters ® Workiight

An IBM® comp any

Adapters provide the glue between Worklight and back-end applications

Provides the extensibility mechanism for Worklight to call out to back-
end systems

Adapters are invoked from mobile applications using HTTP/JSON
This makes Worklight adapters easy to test using web browsers

Worklight has built-in interfaces that adapters can use (HTTP, SQL and Cast
Iron)

Worklight has client-side JavaScript APIs so that applications can invoke
services

Likewise, server-side JavaScript APls are available to implement
procedures (adapters)

16 © 2014 IBM Corporation



Mobile Messaging

Worklight and integration with the enterprise

Applications

Internet Security Mobile Integration Enterprise

: Services : Services Services Services
I I
i i
MS i i
WNS SMS H DMZ |
Gateway !

\ / i i Packaged
| |
I I

Google Apple

GCM - APNS
N— Data

Services

IBM
Integration

Mobile .
Devices Gateway Co Sl Bl
Server

DataPower Application
Services

Y, (o] o]1[5}
Device
Mgmt
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Mobile Messaging

How does the Worklight server fit into a mobile integration strategy?

Benefits Challenges

= Optimise the amount of data foran 4 You're Writing codel!ll
unstable, lower-bandwidth channel

= Optimise number of requests

which otherwise increase latency
over mobile network Delegate integration heavy-lifting

to integration services, such as

IBM Integration Bus:
Legacy integration

= Manage rapidly changing app-
specific services
= Productivity and agility Service virtualisation

= Integrated security lifecycle Data and protocol transformation
« Transactionality

App-specific server code (offload
from client)

http://ibm.biz/WhyMobileMiddleware

18 © 2013 IBM Corporation



Mobile-enable your Enterprise

Accelerate access to enterprise applications, systems and data from mobile devices

Mobile Devices
D W WebSphere Message Brok er
Mobilo Application | | | [ Workight Resource Handier Patern nsta nce
7
o Rosource Handi or p ~
(Wobsphero Extome)
»| =9 ™=
Adapter
=l —{Creste]
[—{Update]
D - -
ResT
wsonMTI)  Auhentaaon ) & Aunorcason
Pokcy Docision
Foint (LPOP)

Inform mobile users
of key information
with push
notifications

@ workiightstudio L

@
@
[
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&
=
®
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-
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S
&
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%) Pattern Specification 28 my

*s Configure Pattern Parameters

Choose: Configure:
Select your Accept default
pattern values or tailor
for your scenario

lIB Patterns are
configurable templates
for common integration

scenarios
Write: Integrate:
Use Worklight Generate
studio — write Worklight adapter
once, run ready for
anywhere deployment

@ Configure the NET assembly that the service invokes.

Pattern Parameters
v Worklight
Worklight version Worldight v5.0
Adapter description Worklight integration adapter
Maximum concurrent t ™
connections *
Enable audit 4

v Microsoft NET assembly

Realize secure and
scalable access to
backend services

with elastic caching

@ Worklight

astupdated at 2012-06-20 14:34

Type
Prot
Don
Port
Us!
Getf

- Pattern Config: @ my _summa



Worklight and integration with the enterprise

Applications

Internet Security Mobile Integration Enterprise

: Services : Services Services Services
i i
i i
MS i i
WNS SMS | DMZ |
Gateway !

\ ) i i Packaged
| |
i i

Google Apple
GCM - APNS

N —— N ——

PEP <-> PDP

Mobile development

Data
Services

|IB Patterns Application

Services

Y, (o] o]1[5}
Device
Mgmt
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Pattern 1 - Expose a Microsoft .NET application as a mobile service

= Simple to configure — Drag and ISTT——r—
drop .NET assembly and enter Confre Mirosolt WTsendee o
Worklight adapter details R e
3 — Pattern does all the —_— T e
hard work in less than a minute, Metnots o o s o e v e
generating... e, r - —
. . . i P SesigAcount = 1 | workiight Environment
— A Web service implementation He ' e o st e s
exposing desired operations @}Nork,,gm. R ———

—An adapter ready for deployment

to IBM Worklight Server
— A sample mobile application for rous
easy testing &l

* Optimised for small screen
mobile devices; easy to add
extra environments for iOS,
Android and many more!

21

Catalog Push Notifications

l ' Workdight integration adapter
Connectivity

2012

Apphcation name : | Testipplcation

Create folders for:
Moble
) B phone
) & Android phones and tablets
[ @) sackgerry
) QO windows Phone
O @ e

HTTP

ocol hitp

localhost
7800

se Proxy false
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Pattern 2 - Mobile enable ANY enterprise service

= As few as 2 Clicks!

— Right-click on any enterprise service @Iggd-_og |
(MQ, Database, Web service, CICS, @ Resmarces | New »

Open

IMS, etc...) Copy

— Left-click to create mobile service
with default options

Application Development

Add Bookmark...

= Pattern supports e —

43 Export...

— Choose operations to be available to Refresh
mobile applications [i7 pattems b _Create Moble Servie )| _woright_|

Properties

— Enable auditing of service requests

~Interface B =

Configuration
Worklight Mobile Service 3]
Name AddressBook

Configure Worklight service @ Workli h.t Namespace | http://addressbook.com/
Select the operations that will be configured for your Worklight service g
An IBM® company vOperations ¥ B PP E
Service Information Operations and their parameters
Service name: [AddressBookService N Message Type Name Type
v ¥ saveAddress
Select the web service operations that the Worklight service will invoke: s‘?
1 Person Person PersonType
tion N: InputT N: O t N: Or ?
‘Opera o LA T LR [[D SaveAddressResponse | SaveAddressResponse boolean
s,of? SaveAddress 1 Person [[> SaveAddressResponse No
¢ FindAddress D1 Name [ Address No HggFindAddress
1 Name Name string
[ Address Address AddressType
Fseectal || Ccearal | FindAddressFault FindAddressFault FindAddressFaultType
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Mobile Applications
(JavaScript/HTML/CSS)

Worklight

i
(] =
J

REST

Mobile Application

[
Javascript
Procedures |:

-

Integration
Adapter

Web Services

(HTTP/SOAP) l

IBM Integration Bus

(JSON/HTTP)

23

SN

Integration Service

Message
Flows

WSDL
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Pattern 3 - Allow mobile apps controlled access to enterprise data

= Simple to enable mobile applications
to Create, Read, Update and Delete

» Quickly configure security policy to
authorize and authenticate access via
external LDAP provider

= One click to cache read resources
in IBM WebSphere Extreme Scale

— High performing data access
crucial for large volumes of mobile

24

enterprise data

— Message Broker has excellent
support for a wide range of
enterprise applications (SAP,
Siebel, JDEdwards, PeopleSoft

etc...)

— Pattern generates Worklight adapter
and stubs for implementing CRUD

operations

devices

H,..;,; PP

SAPInput SAP Request

4 Adapter Connection

Find and Discover Services

To discover objects on the enterprise system, create a query by pressing "Edit Query" and ::l-J

then press "Execute Query".

SAP Reply

A

Objects discovered by query:

Objects to be imported:

-3, 7
sv & 0

s

= &) AL

...... 0) MATMASO1
...... @ maTMas02
(@) MATMAS03
------ @ MaTMASO4
(@) MATMASDS
(@ maTMASDI
...... 0) MATMAS_BAPIO1
...... (@) MATMAS_MASS_BAPID1

¥ Security

Security Policy Enforcement

=2-9 Discaver IDoc From System (filtered)

----- (@) MaTMASOS

LDAP connec tion * ‘ Idap:/flocalhost: 389
LDAP baseDN * l ou=users,0=ibm.com
LDAP uid attr [

LDAP search scope * [ sub

LDAP readers group base

DN = ‘ cn=mqbrkrs,ou=groups,o=ibm.com

LDAP reader group member ‘

';DAP writers group base DN ‘ cn=mabrkrs,ou=groups,o=ibm.com

LDAP writer group member l
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Mobile Devices

=

O]

REST
(JSON/HTTP)

25

™ .
Worklight IBM Integration Bus
Mobile Application Worklight Resource Handler Pattern Instance
Resource Handler
[ : (7 VTIebSphere Extreme
Javascript ol cale Cache
P* | Adapter
Procedures (CRUD)
I: Update
[
J
Authentication @ @ Authentication

Policy Decision
Point (LPDP)
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Pattern 4 - Push notification to mobile apps from within the enterprise

= |IBM Worklight supports asynchronous
push notifications to mobile
applications

— e.g. to deliver out of band messages
such as special offers

= Pattern to rapidly enable enterprise
services to send notifications

—e.g. MQ, SAP, Database, Medical
system, etc...

— Generates Web service and
Worklight adapter to deliver
notifications to mobile applications

Service name v notifications

Enable support for query 7

WSDL *

Notification queue name * [ NTFY

Server address * | http:/flocalhost: 7800

26

>

BB Settings

General settings WIATET D
Notifications —
) ‘ ‘ Local Weather

- | New York

Auto-update apps ‘7‘ @ Calendar

WorkLight - KeyScouts Weekl... 3:00 PM
skype

Update over Wi-Fi only 7‘ Worklight - Roadma... Tomorrow, 8:00 AM

Webex and conference call info inside

B mail

Yonni Harif
Auto-add shortcuts Sk
M ) Yonni Harif | M:

Clear search history

v Worklight

Worklight push notification adapter

HealthcareAppointments

Name

TimeOfAppointment
PhysidanName

© 2014 1BM Corporation

ol
il
T}



™ -
Worklight IBM Integration Bus
Mobile Application Pending Notification
Queue
|: Web Services
_ Integration (HTTP/SOAP) Worklight (3)
';Javas;:npt [ | Adapter Notification
Mobile Devices D @) Pattern
D ] Instance
- A - v
(4) 1)
(5) . - .
ird Party Notificaion Server Provider
(Google, Apple, RIM, Microsoft) Application
Push |
Notification

27
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Key challenges for Mobile apps

", Volume (cost) of data being transmitted
"~ (especially in M2M with limited data
plans)

i Power consumption (battery powered
devices)

‘ Responsiveness (near-real time delivery
of information)

i Reliable delivery over fragile connections
> Security and privacy
=) Scalability

29
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Wearidizne ‘

MQ
IBM Messaging '

Reliable User submits a transaction. One or MQTT provides reliability and store/forward of
asynchronous more responses may come back over | requests and responses if needed — reducing the
transactions time. amount of application code
Continuous Server-side data is “streamed” to the | Small MQTT header size reduces battery
update of device and used to update the Ul. In consumption and network traffic. One->many
realtime most cases this is only required when | publish/subscribe reduces load on application
information the app is in the foreground
Notification Sending alert or other informational Avoidance of polling reduces battery

message to the device. The app may | consumption and network traffic. Store/

or may not be running at the time. forward of important notifications if app/device is

not contactable

Collection of Data sent to the server coming either | Small MQTT header size reduces battery

data from device

from User Interface, of from onboard
sensors or from devices attached to

the phone

consumption and network traffic. Store/
forward of messages.
One->many publish/subscribe

30
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New Messaging clients for Mobile apps

Clients for Mobile and
M2M Messaging
Including Simple Javascript
Messaging API

Messaging for
native iOS apps

Android

. Messaging for
Worklight \ native Android MQTT
developers apps * Reliable
Developer protocol
experience
augmented with * Reliable
mobile
messaging * Reduce

31

Java Q
7~ Scripters _ El
Messaging for ™~ é
Hybrid apps
Apple iOS _t'%-lnterhet '

3

* Access to enterprise

» Conserve device power

-

ESB and MQ messaging

* Universal Enterprise Messaging

* Provide access to enterprise apps and
data already connected by MQ

* Pub/sub model to enable dynamic
distribution of notifications

messaging

delivery

network traffic
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MQ and Worklight

@ WorklightiServer.

PEPPPEIII IR I DD App Resources Application Code

c
o
Direct b=
RERRRRRERREREER S8 | JSON Translation | (SRS
. Mobile %
:I;tiff?;;:i SE ecific /[ < Authentication
‘ | ©
APNS or Unified Push &
GCM _ g diddds
MQ
20 2 S A
MQ Queue Manager
or MessageSight N
MQTT \
\
\
* MQ augments Worklight capabilities: % Worklight Studio

» Reliable messaging that conserves Y
battery power and reduces network -~~~

traffic = e |
* Message based integration with . — -
backend applications E =

@ DeyvicelRuntime

im PhoneGap

» Worklight Server provides security, app
management, statistics gathering etc

* MQTT clients run in the Worklight Device -
runtime

* MQ mobile apps can be developed using

@ Worklight

* Security & Authentication

* Back-end Data Integration

e Post-deployment control
and Diagnostics

1)
=
Q
(&)
—
o
=]
©
=
=
o
<<

=
2
O
|_
I_
a
=

the Worklight Studio cross-platform
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New developerWorks messaging community

= Objective

— A single place for developers wishing to create mobile messaging applications

= What is being delivered?

— MQ Mobile Client Pack, providing enhanced MQTT messaging clients for mobile
devices and sensors

Ease of integration with enterprise applications

One-to-many message delivery (publish/subscribe)

Reliable delivery over fragile connections

Near realtime push of data from the server

Low power consumption & scalability

— Articles, code samples and sample mobile applications

= How available?

— Downloadable from this new Messaging community
— Clients are fully supported when used with relevant IBM products, for no extra charge

messaging
— community
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