Katherine Sanders — Cast Iron and APl Management Consultant, IBM Software Services for WebSphere (ISSW)
katherine_sanders@uk.ibm.com @kejsanders

t?

What is APl Management and why do | need
IBM APl Management 2.0 Overview
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Agenda

= How can APlIs help my business?

= Why do | need an APl Management Solution?

» What features does IBM APl Management offer?
» Further information

= Questions
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The way we work and reach customers is evolving

Websites Connected Cars

Partners Websites

-

Game
Consoles

Connected
Appliances

Trillions 2013+
v

Millions 1993 - 2000

Internet TVs

Smartphones
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Companies need APls to leverage external developers

Business User

Enterprise

The Platform

=
- &4

)

Customer

== App Developer

Enterprises want to tap into
innovation from a large
community of developers, not
just developers they employ

* Business Users want to
engage Customers in new
markets through new channels

* They need to get Apps in front
of these Customers

* IT departments can not meet
the demand quickly enough

» APIs can be used to leverage
external App Developers

* IT need to secure, scale and
support the APIs

* Business Users and IT need
Insights so they can respond to

\_

business and operational needs

~N

J
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APls adoption is exploding and is already big business

+80B API Invocations per day

salesforce, . wignite, 017 . Rapleat. 0.2
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Projected +300k APIs by 2020
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APIs registered across a
multitude of business areas
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All Fortune 1000 companies will
have APIs by 2015
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# Fortune 1000

Example players in the new
services economy

Expedia

ebay

amazon

$1.5B revenue of
10K+ affiliates

Expecting $10B
mobile transactions
in 2012

40% total units
sold by outside
sellers

40% new business
comes from non-
CRM offerings

API only company
reaches 150,000
developers and
1.5M calls a day
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Success Requires Addressing Needs of Multiple Stakeholders

STEVE
the APl Product Manager

* How can | rapidly release & update my APIs?
* How do | publicize my API?
* How do | measure success?

SHAVON

creates and monitors the APls

ANDRE

the app developer

* How do | assemble APIs?

* How do | manage security?

* Will the infrastructure scale?

» How do | measure performance?

* Where do | access APIs?
* How do | understand the APIs?
* How do | measure success?

Will
the environment operations lead

* How do | manage all the API
Environments that are being
requested?

* How can | scale each environment

* How can | easily find and fix issues
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Introducing IBM APl Management — a single, comprehensive solution
to create, socialize and manage APls

—

Fully on-premise, - - | Create your APIs
multi-tenant solution E

Publish a developer
portal

soctalize

Analyze
Results
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Use Case: an API| at ACME Airlines...

Baggage

vy LT il

20 oD

Set entittement and security levels

Activate APl and monitor use and SLAs

“ “a
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Success Requires Addressing Needs of Multiple Stakeholders

SHAVON

creates and monitors the APIs

* How do | assemble APIs?

* How do | manage security?

* Will the infrastructure scale?

' » How do | measure performance?
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Create & Secure... Simple interface accelerates
iterative development and deployment of APls

» Intuitively and iteratively define APlIs
and associated policies

» Rapidly assemble APIls via

Version Defme configuration, not coding
’ = Minimize risk with industry leading

Scale \\ Assemble security & scalability
\ 3 -
Monitor API Developer Meter R ——

%/ —

Deploy, Secure
Test & Debug =- "
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Easily Define APIs

£+ APis 3 20 LD
Overves Baeosrme Lrcomres 8 A et 55 e | Ve Vevan
Define APIs and Resources
cammn dnndad

Srsmaen 2 8

R sws70 ' @
— - e = Define the API you wish to
Descripon expose
Anaiytics = Then configure the API by
_— proxying an existing REST
e e APl or assemble a new API
Requost Hoaders Response Heacars

= Provide examples of the

Response Body request and response
T messages, headers and
-~ parameters

“checainloceton” LHN.

“ohernin Trre™ ‘N'}MZ'R" WJIBUTT 1T
‘Curvent.acadon”™ "

‘Sessnescn”™ vt

ST ey

“staten”™ Om Pane”,

" YV

WA Tere™ W A 3T TR0 USC 0T
“currend_ocason™. TTRAMST"

“Sestineton”. LVE"
'

© 2013 IBM Corporation



IBM APl Management

Assemble New APIls Through Configuration

I = Connect to one or more
Tasks Response datasgtzjrce
— s [ — Oracle
- — Salesforce.com

ot i ot et — SOAP to REST
—HTTP

= Drag and connect linking the
request and response
messages

» Transform the message
elements with a click
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Meter through API Entitlements

& APis 12 0 LD
Specify Entitlement:

Q> B B .
Baggage o e G - * Limit based on number

of calls

Overvew Revourven Cretwren § Authetosion v Yo | = Varage Wersew

Entifements

» Per period of time

Detaut Enszoment o Bagaage Ny 7

» Specify requirements for
App Key, and Secrets

Tha Dooemet ase Aoomatcally OwEnd “ou G o3t T Dudemen o S0dene & 00 Cwms ow e W your AP
130 calls por mowse

» Specify an request
approval is needed to
Adtentcation use this entitlement level

(e TR T

T v e il W e Serdsem Pen N Thars 0 w0 NPar confprtom rmwied

Management of Entitlements:
= Create an Entitlement once and reuse across several APIls
» Easily change existing entitlements and activate the changes

» View which APls the Entitlements are applied to.
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Secure with Industry Leading Technology

i — -y | Basic Auth Support
s BT, S £ X = _LDAP

e . A A e " A BRALATE s (P

= Authentication URL

A —
Authentication
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gT " R | -

The seecasd OAut Profie mases Use of Autronzmon Cooe ard oot Grant Tyoes
Pass Make NOBe of T 1500WIng AUl erBClion Endoort URL 1wl 19 redured 13 inviie ey AN
COMPany web castiron comAsicospi'cauauthomcale

s More

B Auttwetcas usrg AP wasr dreciory LDAP Y - z Optorwd LUAP Growp Flter | OO’




IBM APl Management

Secure with Industry Leading Technology

» Configure your LDAP
Server inline or globally
and reuse configuration

My LDAS B
- . —— = See which APIs are
Cp—— L e—ow @ .
: = ; leveraging the LDAP
) . 5 Server
a
— 3 S
BN ©
=]
- et I+
rs

=% 5 I} 3 &
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Secure with Industry Leading Technology

Simplified OAuth 2.0
through a Configuration
Approach

= Configure an Oauth
Profile that can be
applied to the APls

» View APIs which
leverage the OAuth
Profile
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DataPower Hooks for Advanced Use
Cases

Use Cases Such As:

» Filter (including schema validation for JSON and
XML, AV scanning using ICAP, & other non-
schema based filtering)

= Alternate Authentication and Authorization
mechanisms

» Message level security (encryption & decryption
of entire parts of the messages, Digital Signature
Verification or Signing )

» Message enrichment (add pieces of data)
» Message Transformation
= Additional Entitlements

» Traffic Shaping
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<
2

Test APIs Without Leaving the Management Center
» Get instant feedback on the API

el g
e On e,
“ohechinloustion” UM,

“nTee” “Wed Jn 27 27 5038 UTC 20T
:

Owie Wl &3 0 2003 1T 0217 ST
ETag "2l

Expires  Wwed, 03 24 201 T2 17 ONT
Server - Coogle Frorsend

Trowler fvomieyg  Purnnd

X Bahpdn T araguet O O
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Debug an Assembly and Supply Custom Error Message

Monitor Activities

ade | et » Inspect request,
assembly and response
- messages

" 6 0

ALL ACTIVITY AR ASTIOTY ALgnTs

l

° Resource "GET_24602_statusAssembly” completed processing GET reguest , and returned the following
response
Mers Jon 7 15:15:04 2013

ot i BFOCEDIEOFI 1 EECQ4J00CAEAS 10142F2
Raguest HTTP GET Operation H
—_— = Define custom error
AL e Request Bosy Reagonse Body
o tosy . messages
Resgorse “Dagstatus® |
Dage™ |
h T TIOe
“status” “On Ber*
“checkinlocason”: “LHR"
“checkin Time™ “Wed Jun 27 215038 UTC 2002
“cumentlocason” TP,
HTTP GET Operation
S RePecimes comNECT O COwNGUnE REWoOw

° Resource "GET_24602_statusAssembly” compieted proce
response.
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Monitor Your APlIs to Ensure You Meet the QoS You
Defined in Your Entitlements

P g = Pinpoint fluctuations

» Details of the Response
time of each API

)
w

481 4202

= Number of Call
Received

= Export the Analytics
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Version and Snapshot for Simplified Management

= Edit an API configuration
while the APl is actively
running

= Push minor changes out
to consumer with out
large disruptions

Tha vecka Dege

[ Veslon 13| >oF 8 = Version the API
S Configuration
= Revert prior version

[ Woron 11| > o e

o -

= Create a duplicate of the
API for a major version
change or to create a
similar API

Revert to Version 1.3
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Multi-Tenant Solution with Ability Promote
APIs To Various Environments

Tenant 1
= Promote API definitions to
various environments
through export and import
features
Tenant 1
Tenant 1
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Success Requires Addressing Needs of Multiple Stakeholders

STEVE
the APl Product Manager

* How can | rapidly release & update my APIs?
* How do | publicize my API?
* How do | measure success?

ANDRE

the app developer

* Where do | access APIs?
* How do | understand the APIs?
* How do | measure success?

© 2013 IBM Corporation
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Socialize... Expose your APIs through a
Branded Developer Portal

24

3|

P

Branded to your company look and feel through configuration
Quick exploration of API

Easy developer sign ups

Features apps built by the developers

Hooks into social communities

Enables developers to manage their applications

© 2013 IBM Corporation
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Success Requires Addressing Needs of Multiple Stakeholders

¥ STEVE
the APl Product Manager

* How can | rapidly release & update my APIs?
* How do | publicize my API?
* How do | measure success?
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Manage API's with Business Controls

‘ Entitliements A Fo u " [0 ]

Ookele - -
IR et

Crsomd byss2 | ADr15,201023152 P

o ( Manage External Experience
e IR « Self documenting APIs A e i e e
« Ability to add samples and - G
- tutorials ey >
— - Control Visibility Of APIs pcuadl -
'Alcme HR API "<
Manage API Entitlement g SRR Manage Developers
» Define entitlement criteria o . » Approve entitlement
* Assign Entitlements to requests
APls and Resources = . « Send email
» Block a developer
= * View usage

o
Tee MCUment rovions e Cates A D AP

P e ]

yee et
o~
Dee & 6 e st g e whe o e A
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Manage the APIls with Business Insight through Analytics

31

Pinpoint key market fluctuations and find
correlations related to your business

Business Analytics for both API provider and
application developer:

» Top traffic producing API
« Top App producing traffic

« Structured Filtered Search across analytics for
example

« country:USA, color:red

« Saved Searches and Filters for easy and
consistent retrieval

 Billing for APl consumption by developers
+ Export as CVS files for audit trails
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Success Requires Addressing Needs of Multiple Stakeholders

Will
the environment operations lead

* How do | manage all the API
Environments that are being
requested?

* How can | scale each environment

* How can | easily find and fix issues

© 2013 IBM Corporation
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Leveraging your existing IBM DataPower investment

Secure, Control, Create, Manage, Create
Optimize Socialize (Assemble)
Gateway Engine Node Management Node Analytics Node Assembly Engine Node
* Physical or VE *Physical or HVE

© 2013 IBM Corporation
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An Environment Console for Easy Management

BB Manage Ervironment £

Release ‘:'\2"
= e (T — = Easily configure .and scale your API
Management environment with the new
e @ 278 eptcdoud ' 14 phm o con Atee @ R Z 8 .
Environment Console
= Create and manage the environment'’s
tenants
Gatwwary Ter * [ Assemly Ther + [
pve @ /7 8 e e @@ Z 8

[ Monitor Environment

Node Status and Health 3 Node Metrics 100 [JEEE 1w | 3w
TYPE  HOST NAME STATUS HEALTH 1, Ofe or more of Ihe MONASANG SUNNSCS has exteoded & Set Preahold

00 (S
Y epleloudiSd pbmihosteom At h L\ l 1 I l’\ l

L \ l

8

s epicioudidd pbmhosteom  Active 43 L H
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Throughput

100

© 2013 IBM Corporation



|||
I
N

IBM APl Management

Key capabilities in IBM APl Management solution

Industry best security and integration in one solution

9@

+ Based on IBM market leading DataPower gateway

» Available as a service, providing risk free, full featured, no hassle 90 day trial
chmng’ - Sign in and begin deploying APIs in less than 5 minute

uuuuu

E) ()

Configuration, no coding

» Create and deploy a new APl in just minutes

» Create a developer portal in minutes, and socialize your APIs to developers
* ROIl in a matter of days instead of months and years

= Out of the box business analytics and operation insight

 Ability to pinpoint key market fluctuations and find correlations related to your business

 Drill down debug inspections of request and response messages reduce the time to
problem determine of orchestrated APls in production and development time.

Support for continuous iterative development

* Provide updates to the APIs with minimal to no interruption to your consumers.
» Test out minor fixes and push to production in matter of minutes

» Revert to a previous snap shot to restore last know good configuration at the
touch of a button

API Developer
© 2013 IBM Corporation
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Further information

» Product Page: http://www-03.ibm.com/software/products/gb/en/api-management/

» |nformation Center: hitp://pic.dhe.ibm.com/infocenter/apimamt/v2rOomO/index.isp

» YouTube Channel: htip://www.youtube.com/user/IBMAPIManagement

» SlideShare: http://www.slideshare.net/ibmapimamt

= Twitter: @ibmapimgt
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