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Our world is filling with devices

THINGS 50 billion

eo” a
Sustainable world A j @
Personal
mobile

Inflection

points PEOPLE 5 billion
Global .
connectivity .
FPLACES 1 billion

1875 1900 1925 19350 1975 2000 2025

source: Ericsson AB, "Infrastructure Innovation - Can the Challenge be met?," Sept 2010
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... but this isn’t just about scale

Tomorrow?

= My phone only talked to other phones = My phone can connect to almost anything = What will replace it?
= |t sent data to others when | asked itto = It shares and receives information automatically = Who will it talk to?

= Mobile phone companies led the market ®* Computer & content companies drive the market = What companies will lead?

?
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. and this isn 't just about connecting

people

We are building systems of systems

Latest generation car:
=100 electronic controllers
=10 million lines of code
=|ts own IP address

wery BIRTTERY "

=Developed in 29 months

,- Extended Range Mode

General Motors - 2011 Chevy Volt
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... and this isn’t just about

instrumentation

Most of today’s edge connectivity follows a similar
pattern

Devices collect data for central processing
Decisions are made centrally and pushed out to devices

Central control systems
Gateways

Collectors

Devices

What if we start adding intelligence throughout the
network?

© IBM Corporation 2012
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The Internet of}iggf .
4 ¢ W

Vi O
A central nervous system |
of smart devices

Decentralized
intelligence and
control

A huge distributed store
of rapidly changing data

Human and environment
interactions driving webs of
machine to machine (M2M)
communications
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Connectivity and a Smarter Planet

Extend connectivity beyond
enterprise boundaries to
smart devices

Offer connectivity
capabilities optimized for
sensors and devices

Deliver relevant data to
intelligent decision making
assets to derive

Enable massive scalability
of deployment and
management of solutions
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Why interoperability matters
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How did the Internet of computers form?

 Whether cause or effect, interoperability was key
— Data transmission standards (Ethernet etc.)
— Addressing standards (IP, DNS, URI etc.)
— Discovery and routing standards (RIP etc.)
— Transport standards (TCP, UDP etc.)
— Data standards (HTTP, SMTP, POP etc.)
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Why isn’t HTTP enough?

« The HTTP standard revolutionized how
people consume data

— A single simple model: Send a request, read the
response

— Available via any tablet, laptop, phone, PC etc.

* The Internet of Things has fundamentally
different challenges

— HTTP remains ideal for requesting data from a
known source

— We also need an event-oriented paradigm:
« Emitting information one fo many

 Listening for events whenever they happen

« Distributing minimal packets of data in huge
volumes

* Pushing information over unreliable networks

© IBM Corporation 2012
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Additional comms challenges for Mobile and M2M apps

Volume (cost) of data being
transmitted (especially in M2M with
limited data plans)

v

Power consumption (battery powered
devices)

Responsiveness (near-real time
delivery of information)

Reliable delivery over fragile
connections

Security and privacy

Yo v ¥ ¥

Scalability

© IBM Corporation 2012



PipelifeR2ntfee it 18reEaiste

communications

AN

Monitoring
- temp, pressure...

Control
- valves...

Central
Systems

Billing ®
Maintenanc®

SCADA Q"

Propriétary polling protocol

74000 devices integrated, need to add 8000 more BUT:
« Satellite network saturated due to polling of device

*VALMET system CPU at 100%
 Other applications needed access to data ("SCADA prison")

© IBM Corporation 2012
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Enter MQTT

Central
Systems
Billing IR

Maintenance*

Message Broker SCADA

Enterprise Messaging

scalability for whole pipeline!
Network traffic much lower - events pushed to/from devices and report by exception
Network cost reduced
Lower CPU utilization

Broken out of the SCADA prison — data accessible to other applications
© IBM Corporation 2012
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MQTT in a Nutshell

MQTT == MQ Telemetry Transport

“An open royalty free light weight event and
message oriented protocol allowing devices to
asynchronously communicate in an efficient manner
across constrained networks to remote systems”

iy, N .
Tk . "

Wy - N,
W\
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WebSphere MQ
provides a messaging
and connectivity hub

with a rich set of clients :

- MQTT
—  Web Messaging
- MaQl
— JMS
— XMS
multicast

Integratlng with:
WebSphere Message
Broker

—  WebSphere Application
Server

— Allowing integration with
a wide portfolio

Traditional

|

Intelligencg
and Analytig:

Backend Systems

BigData

Interconnect with MQ

[ Visualise and Respond }

Mobile

(&) Embedded Sensors Actuators Edge
Controllers Gateways
Web

M2M

© IBM Corporation 2012
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The Realm of MQTT

[ Traditional ]
Intelligence Backend Systems _
[and Analytics] [ BigData }

[ Interconnect with MQ J

Visualise and Respond Sense and Control

edded Sensors Actuators Edge
Controllers Gateways

Mobile Web M2M
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Key facts about MQTT

« Open royalty free spec designed for the  Minimized on-the-wire format

world of “devices” « Smallest possible packet size is 2 bytes
- Wide variety of clients and servers * No application message headers
» Hobbyist to enterprise * Scalable _ _
. Open source to commercial « Reduced complexity/footprint

« Clients: C=30Kb; Java=100Kb

SIPIE

« Three qualities of service: Simple / minimal pub/sub messaging
« 0 - at most once delivery semantics

» 1 —assured delivery but may be duplicated - Asynchronous (“push”) delivery

« 2 —once and once only delivery « Simple set of verbs -- connect, publish,
 In-built constructs to support loss of subscribe and disconnect.

contact between client and server.
« “Last will and testament” to publish a

message if the client goes offline. _
« Stateful “roll-forward” semantics and n\ m
“durable” subscriptions. \ 2

© IBM Corporation 2012
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MQTT Products and Technologies

Enterprise MQTT servers
WebSphere MQ
IBM Messaging Appliance™

Mid size/premises servers
WebSphere Sensor Events

Edge Servers

WebSphere MQ Telemetry Daemon for Devices (aka RSMB) —
ships with WebSphere MQ

Clients
Java (MIDP up)
C including a reference implementation

Other

Third party and Opensource servers and clients
- 16+ MQTT severs
- 40+ MQTT clients

© IBM Corporation 2012
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MQTT Enterprise Server Support

1999 till 2010: enterprise server support for MQTT available in MQSI and WMB
WMB 6.1 (SCADA node) is the last release to support MQTT
WMB 7 utilises the new support in MQ to handle MQTT

2010: MQ Telemetry Feature for MQ 7.0.1 released.
Supports MQTTv3 protocol
MQTT messages translated to standard WMQ messages
Administration included as part of WebSphere MQ Explorer
Separate CD and install
Priced per MQTT connection
Also known as MQXR (eXtended Reach)

2011: MQ Telemetry Feature integrated into MQ 7.1
Standard MQ Installer — optional feature
MQSC support

2012: MQ 7.5 Telemetry feature:
New pricing model

Price per connection removed for MQTT clients (not Advanced clients)

Additional platform support
Now supports Windows, Linux, ZLinux, AIX

Open source MQTT Clients
Mobile and M2M Connectivity pack
2013: IBM Messaging Appliance

Statement of direction in Oct 2012
MQ 7.5 Fixpack 1 — Web Application support added to Mobile and M2M pack

© IBM Corporation 2012
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Emerging threats: Industrial espionage
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WebSphere MQ an Enterprise class MQTT server

* 240,000 concurrently connected devices tested with
<5% CPU on a single IBM WebSphere MQ queue
manager

* Tiny client libraries (30kb) for use on devices,
mobiles...

» Inter-operate with other applications/WMB....
* Create, config, run, send message in < 5 mins

Direct connection between your
enterprise and devices

e Network: TLS/SSL
* Pluggable Authentication: JAAS

L. IBM tion 2012
o Authorization: OAM © IBM Corporation 20
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Mobile first organizations need real-time application

messaging between enterprise systems and I I
millions of connected devices

IBM Messaging Appliance Mobile App

Platform

IBM Messaging Appliance plans to scale to millions of

IBM

concurrent connections to capture insights from e

Appliance

interactions in real-time, and transform them into
business opportunities. Planned capabilities include:

- to reach items such as Internet th
mobile devices, machine-to-machine, telemetry, v

telematics, and sensors

. to support e W
extreme transaction rates and predictable, consistent g - B
low latency - ¥

] [ = =
S : .. —18
enabling intelligent decisions =

based on real events

. with
built-in IBM MQ and Message Broker connectivity

IBM statements regarding its plans, directions, and intent are subject to change or withdrawal without notice at IBM’s sole discretion. Information regarding potential future products
is intended to outline our general product direction and it should not be relied on in making a purchasing decision. The information mentioned regarding potential future products is
not a commitment, promise, or legal obligation to deliver any material, code, or functionality. Information about potential future products may not@q W@gﬁ&%qmmﬁrywtract.

The development, release, and timing of any future features or functionality described for our products remains at our sole discretion.




It is Opermadch onrthe:way to being a
Standar

*Open royalty free specification

*Open Source
Eclipse.org Paho project
«IBM Contributed MQTT clients

Home Downloads Users Members Committers Resources Projects About Us Custom Search Search

Support
) Bug Tracker, Newsgroup
Professional Support

7 Download
Edlipse Distribution,
Update Site, Dropins

[ Documentation Getting Involved
| Tutorials, Examples, CVS, Workspace Setup
Videos, Online Reference Wiki, Committers
Open Messaging for Machine-to-Machine and Internet of Things Incubation

The Paho project has been created to provide scalable  This project was recently provisioned. You can see the
open-source implementations of open and standard projects proposal here

messaging protocols aimed at new, exisiting, and

emerging applications for Machine-to-Machine (M21)

and Intemet of Things (o). Incubation

Paho reflects the inherent physical and cost contraints
of device conneclivity Its objectves include  effective
levels of decoupling between devices and applications,
designed to keep markets open and encourage the
rapid growth of scalable Web and Enterprise
middleware and applications. Paho is being kicked off

This projectis in the Incubation Phase.

with MQTT dlient for Current Status
use on embedded platforms, along with corresponding The initial release of the MQTT client
server support as determined by the community. implementations for both the C and Java

Ianguages, are now available. Click the
Download button above. Both are stable,
product level code.

bSphere MQ Telemetry hare

«Standard
*MQTT is being standardised at OASIS

OASIS 19

Advancing open standards for the information society

*Third party and Opensource servers and clients
«16+ MQTT severs
40+ MQTT clients © IBM Corporation 2012
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Techniques for creating Mobile
Applications

Browser Based, Web Applications

» Accessible over the internet without need to
download an app (or install a browser plug-in)

« Use device browser to display content

Native

= Able to make use of phone's native features such
as camera, GPS, accelerometer, calendar, etc..

= Supports the richest of user experiences (e.g.,
gaming applications)

Hybrid — Both Web and Native
Components

= Native looking applications which utilize the
browser interface to deliver content

= Provide the ability to use native device features
without writing code for each device

© IBM Corporation 2012
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MQTT clients for many mobile & m2m platforms and application
styles

*Available from new IBM Messaging Community on DeveloperWorks and MQ 7.5 Fixpack 1

Worklight
developers -

Developer
experience
augmented with
mobile messaging

Apple iOS
Messaging for u E

native iOS apps

Android é

Messaging for ?\Q —=m
native ‘ U Internet
L

Android apps e

JavaScript
Messaging for
Hybrid apps MQTT WebSphere MQ

eReliable messaging eUniversal Enterprise Messaging
JavaScript* protocol eProvide access to enterprise apps
Messaging for eAccess to enterprise and data already connected by MQ
Web apps eReliable delivery *Pub/sub model to enable dynamic

eConserve device distribution of notifications

power

eReduce network traffic

© IBM Corporation 2012
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Benefits of MQTT verses HTTP

Push delivery of messages / data / events

— MQTT - low latency push delivery of messages from client to server and

server to client

— HTTP — push from client to server but poll from server to client

Efficient use of network

— For an M2M project the number of bytes with MQTT was 137130 bytes per device
per month with HTTP the number of bytes was 801000 bytes per device per month

Reliable delivery over fragile network

— MQTT will deliver message to QOS even across connection breaks

Decoupling and publish subscribe — one to many delivery

3G

Wifi

receive

HTTPS

MQTT

HTTPS MQTT
messages / hour @ 160,278

3,628

263,314

[}
% battery / msg 0.01709 0.00010 l

0.00095

0.00002

send

524 /1024

1024 /1024

i
msgs 40/1024 | 1024 /102 I
(note losses)
msg / hour @W

5,229

23,184

: |
% battery / msg €_0.00975 0.00082
[ |

0.00104

0.00016

Source:
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Device Connectivity Patterns

Central Hub/GW Backend
Edge of Network

MQTT

MQTT

—
Client

ANO

>

LANO

< Mediate
Protocol

Adapter <
Client /

© IBM Corporation 2012
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Patterns — topology example

Application [ Application H
Space < \ -
MQ Cluster
Central
Device
Hub

— - -
o -
— — -

Edge [N W .
Device

Hub Edge hub1

Devices

© IBM Corporation 2012
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Making it Real
Some Real World Examples

© IBM Corporation 2012
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predict

alert

track

measure

Business Scenarios — where might it be used

Scenario Key Industries |Example
Automated | Chemical & of home anerey by using Mo Telometry’
Metering Petroleum technology > 4S9 i
Energy &
Utilities
Distribution Retailers Shipping company improves customer
S Iv Chai loyalty by providing up-to-the-moment
upply Lhain | nictributors detailed tracking information for cargo
d Logistics
an Transportation company improves
Consumer customer safety and satisfaction with
products improved tracking of fleet
Transportation
Industrial Automotive Manufacturing company automates
T kina & inventory checking to improve
racking Industrial management of stock and optimize
Visibility manufacturing production rates
Aerospace
Defense
Healthcare Pharmaceutical Medical organization uses MQ Telemetry
Personal & companies to track health of at-risk patients to
p increase safety and quality of patient care
Resource
Trackin g Health trials Hospital uses MQ Telemetry to track
expensive surgegl equipment to maximize
Hospitals ut/Ilzat/on and reduce waiting lists
Nursing Homes
Location Chemical & moniior and Sonirol gas pipeine
and Safety Energy & Utilities Government monitors dams and flood-risk
areas to increase early-warning detection
Homeland and prediction capabilities
Defense
Executive Insurance Bank alerts Personal Account Managers
Alertin when new clients open accounts >= $2M
J B anking improving customer satisfaction

© IBM Corporation 2012
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Demo
M2M Meets Mobile

© IBM Corporation 2012
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M2M meets Mobile Demo

[ Msg Transform ] [ Detect Problem ]

and Alert

[ Interconnect with MQ ]

[ Visualise and Respond | [ Sense and Control ]
b @
Desktop Web Mobile LI:;:/IpZtcl\J/Ip
Real Time Real Time Dashboard CPU, Memory, Disk...
Display Display

© IBM Corporation 2012
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Video: Trouble in San Diego

© IBM Corporation 2012
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rouble in San Diego - architecture

) oM Messagng Applance De. X \__|

€ = C | [ 9.38.15.251/index.htmizmapType=google&debug=true Bt =

[ 18M Messaging Applia [ https:/ists casis-ope.

[ weebug [ Admin &Moritoring [} Settings - Cache ~ f§ mobilemusings

"Accident in Vegas!” — IBM Messaging Appliance, Streams, Worklight

") ToMMessagng Applance De. x

Show Mell B eyel 1

€ - C |[) 9.38.15.251/index.htm?mapType=google&debug=true

Car 1356

[ 18M Messaging Applia. [ wdebug [ Admin &Monitoring  [*] Settings - Cache e mobilen|  state: Normal

(-115.16948, 36.12539)
206.47

0 kkm/hr
Airbag State: Deployed
W Sinus Ave lirde o
@ Messages 1 Drawing 9 cars
z / 2 z Buffer length 110013
g & Sl | Lo 135 Aurbag deptoyect Framerate 60 fps
s © e R ey | Stay where you are and wait for
z 05 Iy | emergency senices
., Guardin A | | | 20120078 12:49:23
g Close Reply
W esaon®®
& <
Pinks 1 2 & i
H g H
Policavg & | |
4 st by
W Cirque Du Soleil 2
Soring ountan Ry @ |
& ‘
7 o &5 Lon Siren's Cove By
igpiana o 2
Cars connected: 300 g
i
Miage Hote
— A .7 & Casino
Messagesisec: 3000
Ik J
P
v, Car Status i g Hhcpe:
W normat: 230 @ 1day Samo gy %E
- Bwarned: 18 & 7 i
W Disabiec: 1 £ Wik 5
[T X
B o Map data 82013 Google, S

trtetteter  tettettt trereeeet
MQTT MQTT WebSockets
Subscribe / Publish

IBM Messaging Appliance

v

v v v v v v v

e
ﬁ(//

InfoSphere Streams

Redefining Real Time Analytics

Pub / Sub
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Trouble in San Diego — the video

http://www.youtube.com/watch?v=vtQYskNGjMg

© IBM Corporation 2012
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A real world Healthcare example

= Smart, connected, pacemakers eliminate the need for regular clinic visits

= Problems are detected early, preventing potentially life threatening incidents

Smart pacemaker  Bedside appliance Analytics build Professionals

records data extracts information patient knowledge perform the action

and extract insight

© IBM Corporation 2012
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Control Virtual Power Plant
Heating, Appliances

[
el
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A Mobile Dashboard

= Alerts from enterprise systems
» Business process (workflow) interactions

= Person-to-person communications (peer to
peer)

» Live information monitoring (status channels)

» Location based awareness / alerting

* Retail offers

« Traffic infrastructure (alerts about incidents on your
route home)

= Remote monitoring and control
« Communicate with sensors and physical devices

< % ol @ 12:57

-——
» p—
~—

Channels

Lamp at Hursley is off

10/1 011, 12

u Wattson moblle

ate: 10/( 011, 12

| Overview
Last update: 10/0 011, 12

IBM Stock 169 ‘IO

ast update: 10/ 011, 12
| Forex
Industry Solutlon C| |
st update: 10/( 011, 12

Caretaker s Hut O

ydate: 10/( 011, 12

¢ Orb2 is on

pdate: 10/ 011, 12:5

() Orb1is green

bal
£80,000.00

Actual balance
£54,060.34

You have been pre-approved for a
£100,000 line of credit

[ Find out more
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The Living Safe Project
4,

- siclrlleres
o abitare s
"Partnership with Italian Government sicuri

attivi, sereni, indipendenti

*Coping with an ageing population

"Instrumenting homes

*Mobile wardens

=*UIF used to monitor status and
receive alerts & instructions

o |Update automatically | close message

Y IDIVI LUIpPUIAUUITl £V 1 £
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“Connected Car” for telematics, infotainment

and mobcill_et .
predicts pa Find
failure my car
vibration
detected, schedules
publishes appointment
details with car owner

Unlock
my car

“Smartcar”

© IBM Corporation 2012
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Information / Sensor Fabric

..f;_; h L‘ , .g:l- | ,?%:.

Command and Contral Usars and Assats in the Area of Operations - u.-:

Forward Dperating Base : F i i L L | Forward Operating Base
Usars and Assals : { H i % Uisars and Asssla
7 - . ’ E £ ] ! 5 & ¥ 5

8 Bt O O S &
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fa:EhUUk Search ‘1 . Joe Speed Find Friends Home =

f 1
{ —— denathan, Nars. Zheng. . .
H Messenger for Mobile | g_,,,.,.hm. |

A faster way to message. o Mo ke 'mm

Zharg Trang
B Lat g ircd o Badys ] o Send 3 ﬂmzw-—,mru--_u i
alwie/nT|v]uli]o]P] .m..,. |
Available for Android, BlackBerry, and iPhone alsio|rlc|nlsfx]L] : :
Lzl xfclvisnmBl

o N

Get the App

Lucy Zhang, a software engineer at Facebook, has written about their

new app:

“One of the problems we experienced was long latency when sending a message.
The method we were using to send was reliable but slow, and there were limitations
on how much we could improve it. With just a few weeks until launch, we ended up
building a new mechanism that maintains a persistent connection to our servers. To do
this without killing battery life, we used a protocol called MQTT that we had
experimented with in Beluga. MQTT is specifically designed for applications like
sending telemetry data to and from space probes, so it is designed to use bandwidth
and batteries sparingly. By maintaining an MQTT connection and routing messages
through our chat pipeline, we were able to often achieve phone-to-phone delivery in
the hundreds of milliseconds, rather than multiple seconds.”
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Summary for Extending WebSphere
MQ to Mobile

So with IBM WebSphere MQ
providing your Enterprise Messaging backbone

and its MQTT capabilities

providing reliable messaging to both machine 2 machoine and
mobile devices

your business applications can be accessed on the move

Ensuring you don’t lose any data, and keep your transactions
flowing

and your customers can have a more dynamic and rewarding interaction with you

Without draining their batteries or chewing through their data
contract

Keeping them informed wherever they are
© IBM Corporation 2012
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Further reading

IBM Messaging Community: Mobile and Device messaging

All things MQTT

MQTT Specification

Eclipse Paho

Eclipse M2M

WebSphere MQ and MQ Telemetry
MQTT: the Smarter Planet Protocol

Using MQTT in IBM Worklight Mobile Applications

© IBM Corporation 2012
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