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WebSphere v6.1 — Philosophy

" Secure by Default, Secure out of the Box

» Administrative Security is enabled by default

» Most subsystems default to a reasonable level
of authentication, authorization and encryption

» Certificates automatically generated and
managed by default

» Some areas can still be improved
" See Security Hardening Presentation
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Agenda
" Enabled by Default
" Federated Repositories
“ Keys and Certificates
"= SPNEGO
" Fine Grained Access Control

“ Portlet URL Security
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WebSphere v6.1 Security Features

= Security Enabled By Default

v Enabled during install and profile creation to protect administrative
resources. Option to disable.

v File-based repository used by default. Stores primary administrative
identity and password as the initial user. Specified during install/profile
creation or security enablement (if not enabled during install).

v Administrative security is split from application security enablement.
Must have administrative security enabled before enabling application
security. Application security enables J2EE container authentication and
authorization. Administrative security protects other resources including
Naming, MBeans, System Applications, etc.

v LTPA keys, self-signed certificate, keystores, server default identity are
all generated automatically during profile creation.
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On install...

* Administrative security is enabled.

» Administrative security represents protection of system applications such as
MBeans, scripting, AdminConsole, FileTransferServlet, Naming, etc. Other
resources may still have some protection requirements to keep the
WebSphere infrastructure protected. Application security is left disabled.

» Must still enable application security and specify authorization constraints to
have application security for the your applications (EJB and Web J2EE
containers).

» Creates the primary administrative user in the built-in File-Based
repository.

" LTPA keys, self-signed certificate (one for the entire profile), default key
and trust stores, and server identity will be automatically created.
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Warning...

" ltis possible to not enable administrative security on install
» Please do not do this. There is no benefit.
» No, really. Please do not do this. There is no benefit.

" Migration will preserve the state of security from the previous
configuration.

» This means that if your previous environment was mis-configured,
your new environment will also be mis-configured.

» We suggest that you do not use the migration tooling for this reason

" Instead perform a new WAS 6.1 installation and manually deploy
your applications to the new environment

" This is a good idea in general — use “swing kit” for the new
environment, and if something goes wrong you can easily fall back
to the old environment!



IBM SOA

Panel: Security Enablement in Profile Tool

[ Profile Management Tool

Administrative Security

User name:

| phirk

Choose whether to enable administrative security. To enable security, supply a user name and password for logging into administrative tools,
created in a repository within the application server, After profile creation finishes, you can add more users, groups, or external repositories,

[+ Enable administrative security

ANN
O ™

This administrative user is

Password:

See the information center faor nj

Enables administrative

security only (protects
System applications).
Application security

must still be enabled
post-install.

Online information center link \

J

LTPA keys, self-signed
certificate, and key and trust
stores are automatically
created created during profile
creation. Even when security
is not enabled here.

< Back | Mext = |

Cancel
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Panel: Secure administration, applications, and infrastructure

Wizard simplifies Report displays security -
of  security configuration configuration attributes
steps for first-time and settings in a table
users. format
| Security Configuration Wizard | Security Configuration Report
Administrative security Authentication
Ensble administrative security = Sgministrative User Roles [] use domain-qualified user name

Administrative Group Reoles

g Web security

N - G | setting
Application security eneral settings

single sign-on (S50
- _ Must enable "
D Enable application securiy d . . . Trust associatien
administrative g RMI/IIOFP security
Java 2 security SeCU”ty before CSIvZ inbeund authentication
[] use Java =z security to rest appllcatlon Secunty urces C5Iv2 suthound authentication
. CSIvZ inbeund transport
Warn if applications or Java 2 Secunty CSIvZ cuthound transpert
Restrict access to res can be enabled. @ Java Authentication and Authoriza
. \ / Application logins
User account repository Svetem logins
Current realm definition 12C authentication data
Federated repositories
Authentication mechanisms and expir
Available realm definitions
Federated repositories Configure | Set as currant |

External authorizati

Configuration of

Local operating system

o e New Federated Repositories LTPA or SWAM
e selection which allows multiple (deprecated).

File-Based and LDAP registries to
be searched.
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Panel: Web Authentication General Settings

Secure administration, applications, and infrastructure > Web security - General settings

Specifies the settings for Web authentication.

Configuration

( This is the
General Properties default J2EE
Web authentication behavior 9 behaV|or-

lC‘:*}:\'-‘-.utl'lerlti|:E|t-e only when the URI is protected

D Use available authentication data when an unprotected URI is accesse

{:}Authenti:ate when any URI is accessed Th|S opt|on pers|sts the

identity (if one exists in

D Default to basic authentication when certificate authentication for the HTTE

This allows the  bient fais the request) and the
default behavior ~— URl is unprotected.
to always Apply In cases where CERT_AUTH is the

authenticate configured authentication mechanism,

web requests this option allows a fallback to basic

whether they auth if a client certificate is not present.
are protected or

not.

N J
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The Virtual Member Manager

VMM is a New Feature in WAS 6.1 supporting Federated Repositories

Prior to this release, only a single registry per cell, consisting of either:
» A single LDAP directory

» A single implementation of the Custom Registry interface

» Alocal OS Registry (not supported for ND)

Virtual Member Manager supports multiple individual repositories combined into
a cell-wide federation.

Three types of repository are supported in a Federation

» File Based Repository (default)

» Database Repository (using provided extensible schema)

» One or more LDAP directories (or LDAP sub-trees). As always, LDAP is preferred.

Custom repositories are supported as of 6.1.0.9 but not covered here
>

http://www.ibm.com/developerworks/websphere/library/samples/vimmms



http://publib.boulder.ibm.com/infocenter/wasinfo/v6r1/topic/com.ibm.websphere.nd.doc/info/ae/ae/twim_use_vmmca.html
http://www.ibm.com/developerworks/websphere/library/samples/vmmsampleadapter.html
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VMM

adapter adapter

\ 4 v \ A4

LOOE‘S“de LDAP 1 LDAP n Custom VMM DB File
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User and Group Management

* WAS Federated Repository support provides the ability to

manage users and groups — i.e. provides read and write access
to the federated repository.

= Admin console panels for searching across all configured
repositories

“ Can only add and update members from one repository in the
federation

» By default, this is the File Repository

» Can be configured to manage another repository, such as a Database
repository or an LDAP directory

" There are also other ways to manage users and groups:
» Using wsadmin commands
» Using programmatic APls
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Virtual Realms

* In previous versions of WAS, Security Realm mapped one-to-
one with User Registry

= E.g. for an LDAP directory the Realm was identified by Host and
Port

* In WAS 6.1 we have concept of a Virtual Realm
» No longer maps to a single repository
» Realm spans all repositories in Federation
» Realm name is defined within WAS

» Each repository in the federation is mapped to a “base entry” within
the federated repository, providing a single logical namespace

» In WAS 6.1 only a single virtual realm is supported in WAS
" Multiple realms are expected to be supported in a future release
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Realm Structure

* A Realm is a collection of independent Repositories. Each repository has:
» A Repository Name, which can be anything you choose

» A Base Entry in the Realm. This is a logical root entry for this particular repository within the
federated repository (virtual realm)

= This is the name in VMM for this repository

» A Base Entry in the Repository. Optionally, the repository that is being federated may
actually be a sub-tree of some other directory, so this defines the starting point, or root
entry for the set of items that are part of the virtual realm.

= E.g., for LDAP this is the baseDN in LDAP (where searches are rooted)
» Example

= Base entry in realm: o=ldap,0=vmm

= Base entry in LDAP repository: dc=example.com

= User in LDAP with DN of uid=bob,ou=users,dc=example.com
“ DN in VMM is then uid=bob,ou=users,o=ldap,0=vmm

= if we were to change the base entry in LDAP to be ou=users,dc=example.com, then the
VMM DN would be uid=bob,o=ldap,0=vmm
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Federated Repository Searching

* All Repositories in the Federation are searched sequentially

» User identities (User ID and DN) must be unique across all repositories within the
federation

» If a User ID is found in more than one repository, a Duplicate ID error will be thrown
» It is not safe to make assumptions as to the order in which the repositories will be searched

= Groups are generally defined at the individual repository level, not the Federation
level. Obtaining members of a group will be performed within the specific
repository in which the group is defined.

= Performance for repository access may be improved by configuring an Entry
Mapping Repository, but this does not have any impact on the search that is
performed across the entire federation at login time.
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Limitations

= Single Virtual Realm per cell
» Federated Repository defined at cell level — shared by all applications

» Cannot have both a Federation and a standalone registry active at the
same time

= All repositories in the federation must be active and available in
order for user authentication to be possible

= User IDs must be unique across all repositories in the federation
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Mixed Cells

* Some limitations on mixed cells (i.e. cells including pre WAS 6.1
servers)

» Can only configure one LDAP
» Must be an LDAP type supported natively by older WAS version
» Realm name must be LDAP host and port

» Must configure stand-alone LDAP registry as well as the federation,
with identical information. This is the information that will be replicated
to back-level nodes.

= Given these limitations and the error-prone configuration
requirements, there is probably no good reason to attempt to
use federated repository in a mixed cell.
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Panel: Federated Repositories Configuration

Single realm name for entire cell
even though multiple repositories
can be configured. -

#* Realm name
|deFau|tWIMFi|eBasedRealm

# Primary administrative user name Automatically generated server identity is an LTPA
[pbirk token protected identity for internal system calls.
Server user identity This is the default selection in v6.1.

@Automatlcall',r generated server identity

D Server identity that is stored in the repository

~

| Must use this server ID and password

choice for mixed-version Cells due to
previous version requirements.

Password is optional though for v6.1.

Ignore case for authorization

Repositories in the realm:

Add Base entry to Realm... Use built-in repository | Remove |
Selact| Base entry Repository identifier Repository type
I:l o=defaultWIMFileBasedRezlm | InternalFileRepository File

A .

Additional Properties Related Items List of File-based and
Eroperty extension repositorn Manage repositories LDAP reg|Str|eS
R configured. Database
Used to store Supported entity types Supports entry-level join of registry may be configured
attributes about multiple repositories. ’ through scripting.
users that cannot be \_ J
stored in existing Supported entity types must
repositories. be configured before you

can write to this repository
via Manage Users/Groups.
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Panel: Adding a Repository

General Properties

* Repository identifier

|:hial.‘-ang.austin.ibm.:cm:389

LOAP sarver
* Directory type

Security

Bind distinguished name

| IBM SecureWay Directory Server Vl
* Primary host name Port
||:hiav.|ang.au5tin.ibm.|:nm 385

Failover server used when primary is not available:

Select| Failover host name Port

None

Failover

support. add] |

Support referrals to other LDAP servers

Whether to ignore
or follow referrals
to other LDAP
servers.

Additional Propertres

Eerformance

LOAP entity types
Group attribute definition

LDAP
performance
settings.

Group
attributes

Bind password

Login properties
|l.|id

Typical
LDAP

Certificate mapping
| ExACT_DN v

configuration
attributes.

Certificate filter

D Reguire S5L communications

Manage endpeint security configuratiens

SSL configurations

Centrally
managed or
direct
selection for
SSL
configuration.
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Panel: Supported LDAP Server List

General Properties

* Repository identifier

LOAP server Sacurity

¥ Directory type Bind distinguished name

IEM SecureWay Directory Server |

#|IBM Tivoli Directory Server Version 4 Bind password
IBEM Tiveli Directory Server Version 5.1 B |
IBM Tivoli Directory Server Version 5.2
IBEM Tiveli Directory Server Version & Login properties
z/O5 Integrated Security Services LDAP Server ||_|i|:|

IBEM Lotus Domino Version 3
IBEM Lotus Domino Version &
IBEM Lotus Doming Version 6.3
MNowvell Directory Services

Sun ONE L .
Microsoft Windows 2000 Server Active Directory Certificate filter
Microsoft Windows Server 2003 Active Directory |
Microsoft Active Directory Application Mode
QiZustom

Certificate mapping
| EXACT_DN »

D Require 55L communications

Support referrals to other LDAP servers
@CEI‘ItFE”'{ managed

Manzage endpoint security configuraticns

'C:j' Use specific S35L alias

| CellDefaultS5LSettings ¥ | S5L
configurations
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Panel: Manage Users (for File-based Repository)

Guided Activities
Servers / \ Search for Users

] N
Bl Applications Manage Search by #Search for *Maximum results

[H Resources users and User ID M | 100
e groups for

Envircnment
. federated 1 users matchead the search criteria.
System admin

.=mice|  Fegistries.
- » g | Create... || Deleta Select an action... e @@

Administrativ —

Administrative/Aoup Roles Select | User ID | First name | Last name E-miail Unigue Name
Manage Users
. - |:| phirk Patar Birk pbirk@us.ibm.com uid=pbirk.o=defaultWIiMFileBasedRealm
Mlanage Groups
Meanitoring and Tuning
Troublesheoting
Page i of 1 Total: 1

e e R ot P
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Keys and Certificates

= KeyStore and Certificate Management

» No longer using the dummy certificate!
= Self-signed certificate created per profile (properties to define values).

» IKeyMan-like certificate management capabilities built into Admin Console.

» Removed JVM system property requirement for SOAP and URL connections
using SSL

» More detailed error messages for SSL handshake failures

= Warning: Many of the new certificate management features apply only to newly created cells.
Cells and nodes that are migrated from previous versions will not benefit from many of these
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Keys and Certificates

= SSL Configuration Management

» Dynamic SSL configuration updates (all outbound, CFW inbound)

» Pluggable key and trust manager support

» Support for certificate revocation checking using PKIX trust manager
» Multiple SSL configuration selection types with precedence rules

Programmatic selection (thread-based)

Dynamic outbound selection (outbound protocol, target host and port)
Direct selection (for backwards compatibility)

Scoped selection (centrally managed)
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Keys and Certificates

* KeyStore and Certificate Management (server-side)

Federation of Base AppServer exchanges signer with Deployment Manager
Common TrustStore used by default in Cell

Webserver plugin CMS (.kdb) key store automatically maintained in config
repository.

Expiration monitoring with notification and auto-replacement of expiring self-
signed certificates

Hierarchically scoped SSL and KeyStore configurations

“ KeyStore and Certificate Management (client-side)

Signer exchange prompt for easy exchange (browser-like, can disable prompt)

New SSL configuration properties file, ssl.client.props, supports multiple SSL
configurations

Same SSL configuration support as server-side, including pluggable trust/key
managers
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Keys and Certificates

" Key Lifecycle Management
v Generic key and key pair generator interfaces
v Automatically deletes old keys when new key generated and
maximum number of managed keys reached
v LTPA implements key set and key set groups to manage auto-
generation of LTPA keys
v Keys stored in keystores (can be hardware keystore)
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Key Stores

" Key stores & trust stores contain

»

4
4
»

Signers
Personal certificates — certificate + corresponding private key
Personal certificate requests

By convention trust stores contain only signers while key stores contain only personal
certificates

There are usually no default signers. Exceptions are “compatibility signers” (dummy signers
for earlier versions of WAS), and CMS files still have all the CA's (should be removed)

= Storage types are

4
>
4
4

JCEKS, JKS - Java file formats

PKCS12 — standard file format (.p12). Microsoft may call this PFX.

PKCS11 — hardware device (path is actually the location of the shared library to load)
CMSKS - older format used by IHS and plugin (.kdb)

= WAS provides all the needed key stores by default

= Key Stores and Trust Stores (even KDB files) are managed via the WAS admin console and
stored in the configuration repository.

= Changes are automatically replicated throughout the cell
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SSL configuration

" New configuration model for SSL.
= Centrally managed option instead of specifying SSL alias all over the place.

" Integration of SSL runtime with SSL configuration for everything SSL
(including URLs, Admin SOAP, Bus, IIOP, HTTP, etc).

= Ability to determine visibility of configuration by management scope. By
default, Cell scope

= Certificate expiration monitoring capabilities.
» Can replace self-signed certificates once they reach threshold of expiration.
» Replace function will replace signers that exist in keystores throughout the
entire Cell configuration.

* Warning: Be careful with changes made when “dynamic” updates are enabled.
This can cause immediate outages if not careful, should test changes in test
environment before making them in production.

* Note: Admin SOAP inbound and IIOP inbound (on distributed) do not accept
dKnamic changes. This is due to their use of socket factories instead of the
channel framework (which can dynamically change SSL settings for inbound
without affecting existing connections).
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SSL Configurations

= SSL Configurations contain/specify

» Key store — private key info
= Certificate aliases — which private key/cert pair should be used from this store
Trust store — trusted signers

Trust manager — manages validating certificates from peer
Key manager — manages getting keys as needed
Quality of Protection — SSL strength, etc.

* |IBM provides two trust managers

» IbmX509 (the default) — checks certificate signature and expiration. Optionally can require
hostname verification for certificates on URL connections.

» IbmPKIX — same plus more
= CRL distribution point processing — contact CA for revocation based on info in certificate
= Optionally supports Online Certificate Status Protocol (OCSP)

» You can write your own trust manager if you want

" You could implement your own arbitrary complex validation rules
* |BM provides one key manager

» IbmX509
» You can write your own key manager if you want

v Vv Vv Vv
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Default SSL Configurations

* WAS creates a number of default SSL configurations

» Each node has (by default) a node specific SSL configuration:
NodeDefaultSSLSettings

» The cell has a cell default SSL configuration: CellDefaultSSLSettings
“ You can create your own SSL configurations if needed

» Perhaps you’ll dedicate an SSL configuration for the LDAP server, or
a Web Container, a just a particular application server
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View: |A|I tasks

Welcome
Guided Activities
SEMVErsS
[ Applications
Resources

= Security

Secure administration, applications,

and infrastructure

SSL certificate and key management

Bus Security

Web services

Envirenment

System administration
Users and Groups
Manitering and Tuning
[H Troubleshooting
Service integration

uoDI

Periodic task
monitoring for
certificate
expiration.

S5L configurations -

Panel: SSL, KeyStore, and Certificate Management

lated Items

The Secure Sockets Layer (55
secure communications betwe
processes or endpoints. S5L =
establishing communications |
outbound frem an endpoint.

communications, a certificate
configuration must be specifie

In previous versions of this product, it was ne:eg;ar-,xj

to manually configure each endpoint for Secure
Sockets Layer (S5L). In this version, you can define
a single configuration r \
serving envircnment.

centrally manage secy

Cell-scoped
configurations.

U to

addition, trust zones 4 ShOW iple
node environments by . 1l-
level S5L configuration tOpOIOgy view

for
If you have migrated this

finer-grained |.:=
configuration |
scopes. -

J

ersion using the mig
ockets Layer [S5L) ¢
he various endpoints
ou to re-configure 59
entralized managem

onfiguration settings /

55
configurations
Cvnamic
outbound

endpoint SSL
configurations

Key stores and
certificates

-

Eey sats

Eey set groups
Eey managers

Trust managers

Manage endpeoint secufity configurations

Manage certificate expiraticn

D Use the United States Federal Informatic
Processing Standard (FIPS) algorithms. Mote:
option requires the TLS handshake protocol, w
some browsers do not enable by default.

Careful: Dynamically
updates the runtime
after changes saved

and sync'd.

Dynamically update the run time when S5L
configuration changes occur




IBM SOA

Panel: EndPoint SSL Selection Choice

S55L settings

'::‘E:'Eentrall',r managed

Manage endpoint security configurations

'::::' Use specific SSL alias

S5SL configuraticns

* Allows choice at any EndPoint configuration to either make a direct selection
(as done 1n previous releases, and by migration) or choose to Centrally Manage
the SSL configurations (default in v6.1).

* It’s highly recommended to encourage the movement of Centrally Managed
configurations for ease-of-maintenance. Changes in SSL configurations can
be done much more rapidly from one location which only affects the
security.xml. The JSSEHelper knows how to interpret these changes in
runtime, when called from a particular scope.
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Panel: SSL Configurations Scoped by Topology

Node association
overrides Cell
association. Everything

E Inbound below the Node, inherits

B BIRKT4o0Cellos{CellDefaultSS) Settings. default]

B £ nodes this SSL Conﬁguration.
Ianund SSL (§ BIRKT20CslManagsros
conflguatlons. E [f) BIEKT40Node0S{NodeDefaultSSLSettings. default]
= @ servers
= % serverl
Sa5 55L SERVERAUTH LISTEMER ADDRESS
CS5IW:2 S5L SERVERALITH LISTEMER ADDRESS
CS5IW2 S5L MUTUALALUTH LISTEMER ADDRESS
WC adminhost secure
WC defaulthost secure
SIP DEFAULTHOST SECURE
SIE ENMDEOINT SECURE ADDRESS
SIE MO ENDEOINT SECURE ADDRESS
SoaAP COMNMECTOR ADDRESS
CSIW:2 S5L MUTUALAUTH LISTEMER ADDRESS
CS5IWV2 S5L SERVERALUTH LISTEMER ADDRESS
E@ wiebsarverl
7§ nodeagent Specific endpoints for
B clusters " " .
server1". Note: No
B £ nodegroups .
@@ DefaultNodeGroup associations Currently
B Outbound made here, inherits
B BIRKT40Cell06{CellDefaultSSLSettings . default from Node.
Outbound SSL B [ nodes
Conﬁguations @ BIRKT40CallManagerds
= @ EIRKT40Nocd=e0S(NodeDefaultSSLSettings default
= @ servers
= E@ serverl
IICE
HTTE
SIF

Bus client
Bus to WebS

Busto Bus Outbound endpoints
ADMIN SOAP are configured by

" B webserverl

"protocol name".
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Topology view

Topology view is for the Centrally Managed option. Endpoints
can configure themselves as either Centrally Managed (default
in v6.1) or Direct Selection (default when migrated).

Topology view is how to scope the visibility of SSL, keystore,
keyset, etc. configurations to a specific Node, NodeGroup,
Cluster, Server, or EndPoint. When associated with one of
these management scopes, visibility is limited to that scope
and below.

Be aware, a configuration created a Node A will not show up in
the list for Node B or Cell scopes, etc. This may cause some
confusion at first, but is working as designed.

The SSL configuration chosen is the one defined at the lowest
scope for the EndPoint requesting the SSL configuration.
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Panel: Override SSL Configuration at EndPoint Scope

S55L certificate and key management > Manage endpoint security configurations = WC_adminhost_secure

Displays Secure Sockets Layer (S5L) configurations for selected scopes, such as a cell, node, server, or cluster.

Configuration s N
Configure
General Properti EndeInt name. ObJeCtS VISIble
Mame y > 4 ) Only to this elated Items
|'n.-‘.'C_adrninh-:zt_zecure Inherlted SSL partICU|al’ . .
i i . S5L configurations
Direction configuration endpoint. I
|In|:cun-:| and Certificate outbound
I- endpoint SSL
Inherited S5L configuration allas. Y, configurations
Inherited S5L configuration name [~ Key stores and
[NodeDefaultSSLSettings ~ | cartificates
o TN S
Inherited certificate alias . . Key sets
[default Override above settings from | Kov sot arouns
None scope with these Kev managers
Specific 5L configuration for thi Settlngs for the partICUIar Trust managers
endpoint.
Cwerride inherited values M
S5L configuration Update certificate alias list | Manzage certificates

| NodeDefaultS5LSettings |+ |

Certificate alias in key store
| test certificate |
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SSL configuration override

When you click on a scope link, it brings you to this panel. It
shows you the “inherited SSL configuration” from a higher up
scope.

To override, click the “Override inherited values” check box and
select a new SSL configuration.

" You must selection the “Update certificate alias list” push
button before you can save (unless you leave it as ‘(none)’).

Related items links will create new configuration objects at this
particular management scope to reduce visibility.
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Panel: Dynamic Outbound SSL Configuration Association

SSL certificate and key management > Manage endpoint security configurations > serverl > Dynamic
outbound endpoint 551 configurations = New

Dynamic endpoint configuration scopes represent an association between an Secure Sockets Layer (SSL)
configuration and target protocel, host, and port. When an ocutbound connection is attempted, this associatior
iz verified ahead of the S5L configuration scope association. Based on the protocol. host, port target, the
outbound S5L configuration might be different than the default that is specified in the S5L scope configuratior

Configuration

General Properties

* Mame Related Items

|5er'.rerl dynamic 55L configurations

Crescription

|E|:|E|:ia| outbound for serverl

Connection information

Add connection information *

| iiop,.ibm.com,*

Remowve |

\
Any http or iiop

S5L configuration

|NDdEDEFEU|tEELEE‘L‘tiI‘IgE hd B ilmLzc E==s requeStS tO the domaln
Certificate alias Of Ibmcom (any port)
will use the SSL

| default W

configuration and
certificate alias
configured below..
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Dynamic selection

* This overrides both the “Centrally Managed” and “Direct
Selection” methods for configuration. This is a “Dynamic
Selection” method for configuring SSL. It dynamically
associates an SSL configuration to outbound connection
information such as target host and port or the outbound
protocol type.

" To avoid overriding other methods of SSL selection in all
servers, you may want to scope this change to the server or
endpoint that absolutely needs it.
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Panel. Keystore Collection

s
Select two
keyStOI‘eS and agement > Manage endpoint security configurations > BIRKT40Nodel5 > Key stores and certificates
eXChange SlgnerS uding cryptegraphy, RACF(R), CMS, Java(TM), and all TrustStore types.
—
New| Delete | Exchange signers... |
B[0P
Select| Name 2 Path Remotely managed : | Host list
I:‘ CellDefaultkeyStore ${CONFIG_ROOTY cells/BIRKT40Cell06/ key.pl2 false
D CellDefaultTrustStore | ${CONFIG_ROOT} cells/BIRKT40Ceall06/trust.p12 falze
D CellLTRPAKeys ${CONFIG_ROOTY cells/BIRKT40Ceall0&/ Itpa.jceks falze
D NodeDefaultkeyStore | ${CONFIG_ROOT} cells/BIRKT40Cell06/ nodes/BIRKT40Mode05 key.pl2 | false
D NodeDefaultTrustStore | ${CONFIG_ROOT Y cells/BIRKT40Ceall0&6/ nodes/BIRKT40Mode05 trust.pl2 | false

Total 5

Default keystores
are managed in the
configuration
repository and
synchronized to
Nodes.

- /
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Panel: Exchange Signers

S5L certificate and key management > Manage EHE/ m > Key
stores and certificates » Exchange signers EXtraCt personal
certificate and
Cenfiguration move over to the
other keystore as a
signer.

Extract & Personal Certificate from one key store an Eigner Certificate.

General Properties

Signers to exchange
CellDefaultkeyStore personal certificates ModeDefaultTrustStore signers

test certificate

=< Remove |

ModeDefaultTrustStore personal certificates CellDefaultkeyStore signers

Add == |

<< Remowve |

Apply | EIHZl Feseat Cancel
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Panel: KeyStore (Managed on the Node)

SSL certificate and key management > Key stores and certificates > HardwareKeyStore

Defines KeyStore types, including cryptoegraphy, RACF{R), CMS, Java(TM], and all TrustStore type

Configuration

General Properties

Name

Additional Properties

|Ha rdwarekKeayStore

| Signer certificates

Path

Perzsonal certificates

|:: \mydevice\luna.cfg

| EPerscnal certificate requests

Change password

Custom properties

Confirm password

Type

Femotely managed
Host list

|h|:-5t1..au5tir| .ibm.com
Read only

Initialize at startup

—

Hardware devices used

for acceleration would

benefit from immediate
initialization.

Keystore
type.

Certificate

management
links.

Remotely managed
indicates the keystore
physically resides on a

Node. An MBean request
is sent for the certificate
management updates.
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Panel: Personal Certificate Collection

551 certificate and key management > Key stores and certificates > CellDefaultKeyStore > Personal certificates

Manages personal certificates.

Preferances

Create a self-signed certificate Delete Receive a certificate from a certificate authority Replace Extract Import Export

El=lEE

Select| Alias Issued by [; Issued to Serial number Expiration
I:l default CN=BIRKT40.gustin.ibm.com, O=IEM, | CN=BIRKT40.austin.ibm.com, O=IBEM, | 1146156212 valid from
C=U5 C=us April 27,
2006 to April
27, 2007.
|:| test certificate CM=birkt40.austin.ibm.com, CM=birkt40.austin.ibm.com, 1146403508 wvalid from
OU=WebSphere, O=IBM, L=Austin, ouU=webSphere, O=IBEM, L=Austin, April 20,
ST=Texas, POSTALCODE=78751, ST=Texas, POSTALCODE=78751, 2006 to April
C=Us C=us 30, 2007.
Total 2

* Same IKeyMan-like function except for the advanced “Replace” function. This will allow the
selection of certificate to replace with a new one. It replaces all old signers. This is the same
function used by the certificate expiration monitor to replace an expiring certificate.

General Properties

Old certificate
|deFau|t

FReplace with
test certificate

I:I Delete old certificate after replacement

EI Delete old signers

Apply ﬂ Reset Cancel
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Panel: Signer Certificate Collection

S5L certificete and key mansgement > Manage endpoint security configurations = serverl > Key stores and certificates =
NodeDefaultTrustStore = Signer certificates

Manages signer c=rliflicates in key stores.

Prefermnoss

H :nee:el Er.'a\:l

A=tri=ve frami part

Select | Aliax -~
e

D wWww.ibm.com

D dummyclizntsigner

D :LI_I_IEEF'.'EFSiZFEF

Total &

[ezymd T ™~
o

CN=www . ibm.com,
OU=HPODS, O=IEM,
L=Re==ardh Triangle Park,
ST=NC, C=U5S

T N=EIRKT4D. su=tin.ibm.oom,

0O=IEM, C=U5

CH=]cliznt, OU=5WG,
0=IEM, C=U5

CN=]==rver, OU=5W(,
O=IEM, C=US

CH=p=te, OU=, O=ibm, L=,
ST=, POSTALCODE=, C=US

CMN=EIRKTA0. svrstin. ibm . oom,

0=IEM, C=U5

Fingerprint {SHA dige==t) 3

52:D1:45:73:04:EF- 2D:-44:0OF :C1:

16:50:C0:-5F-C3:

Lal
[
i
el
m

[=]
m
Lal
o
mn
[T5]
m
[=]

FB:3B:FE:B&: CF:E9:BA: D1 :&67:EF:

EE:FE:7E:-D2:19:DD:7E-Dr5-17:EB:

BAE:-EQ:E7-D7:5E:-FA:F2:-B0:

ui

FE-3B-4B:5E:

[15]

i

70 54:5B:F7:FD:-E1-

:SE-42:-EE: D&

iration <~
Expiration o

Walid Trom
February Z,
J0D6 to May 5,
2007,

‘Valid Trom
March B, 2006
to March B,

2007,

Walid Trom July
30, 2003 to
Octolber 13,
2021,

Walid Trom July
30, 2003 to
Octolber 13,
2021,

Walid firom
March B, 2006
to March B,
2007,

Walid Trom April
2006 to April

D07

[N

&,
&,
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Panel: Retrieving a Signer from Remote Port

SSL certificate and k mansgement > Manage endpoint security configurations = serverl = Key stores and certificates
= ModeDefau ltTrustStore = Signer certificates > Rebriewe from port

Makex s test conpection to 8 Secure Socckets Layer [S51) port and retreyves the signer from the ssreer during the handshake.,

Configuration

General Properties

# Host
|"'}'-Cn!l:l.-\!J.=: . WONTL. DTN
# Port Specifies the host name to which you connect when
[7=d attempting to retrieve the signer certificate from the Secure
Sockets Layer (350L) port,

S5L configuration for cutboond conme<hion
|-‘ DatautSSLSattings Vl

# Alinx

|'|'|'|'|'|'| . DL Do ORI

| Aatri=ve shgnar Infonmathan I

Apph-l ﬂ R‘.=5=t| C:r:zll

This allows the retrieval and storage of a signer from a remote SSL port. When connecting to an SSL

port, the handshake sends the signer from the server’s personal certificate into the trust manager, this
allows us to store it during the connection attempt.
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NodeDefaultSS5LSettings

Configuration

General Properties

Panel: Scoped SSL Configuration

S5L certificate and key management > Manage endpoint security configurations = serverl = S5L configurations =

De=fimes a list of Securs Scckets Lay=r {551) confligurations.

Trust stors name
| CaliDatyunTrustStons | |

Keysior nam=
| Koo Dt it ey S hore "u*l

Cimfayll serymr cartificale aline

[iafault cli=nt certiflicats alias

Manag=m=nt scop=

5t cartificate allnses

|::= 1-BIRKTADC =001 : { nosde) : EIRK TADNod=D6

tpply | [ox] [Reset]| [ Canent

Additional Properties

Quaslity of pret=ction [QoP] s=tings

Trust and k=y mansgers

Custom properfi=s

Related Thems

Komy storms and cerlificat=s
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Scoped configurations

= Keystore and truststore references with ability to choose alias
from keystore for client and server identity. When you choose
a different keystore, you must refresh the alias lists by clicking
on “Get certificate aliases” push button.

* Pluggable trust and key managers.

= Configurable IbomPKIX trust manager provides CRL validation
when certificates have a CRL distribution point extension
(common for most CAs).

* Management scope shown for SSL configurations. This
determines visibility based on topological inheritance.
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Panel: Certificate Expiration Monitor

General Properties

#* Expiration notification threshold Related Ttems
|80

days Netifications

Enable checking

Expiration checking
Scheduled time of day to check for expired certificates

|21 : |3III GA.M. DF“.M. li‘z’:}24-|'|n:n.|r
@ Check by calendar

Weekday #* Repeat interval
| Sunday V| |4 weelks

{:} Check by number of days
*

Specdifies that vou want to schedule a spedific number of
days between each run of the expiration monitor,

Mext start date
[Sunday, June 25, 2006 9:30 PM |

Expiration check notification
|MEEEEQELDQ b

Automatically replace expiring self-signed
certificates

Delete expiring certificates and signers after
replacement
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Expiration Monitor

* Checks certificates within all keystores in the Cell configuration.

= “Expiration notification threshold” determines how much lead
time you want to be notified (default 30 days).

* Capability to “replace” self-signed certificates that meet this
threshold.

* Replaces all the associated signer certificates with the expiring
self-signed to preserve existing trust.

= Clients will need to re-import a server signer after it has been
replaced, however, the signer exchange prompt and/or
retrieveSigners script can handle this.

* Important Note: Some inbound endpoints do not perform
dynamic certificate updates, including SOAP connector inbound
and [IOP inbound. The server needs to be recycled for this
“Server Sockets” once the expired certificates are replaced.
SSLInboundChannels do not have this restriction.
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Panel: WebServer Plugin SSL Configuration

Web servers > webserverl > Plug-in properties

Use this page to configure & Web server plug-in. The plug-in passes HTTP requests from a Web server
to WebSphere(R) Application Servers.

Runtime Configuration

Plug-in properties

Additional Properties

Reguest and

D Ignore DNS failures during Web server startup Response
Caching
* Refresh configuration interval

|EIII saeconds F.eguest Routing

Custom Properties

Repository copy of Web server plug-in files:

#* Plug-in configuration file name

||:||ugin-|:Fg.:x:m| ViE'-"-rl

Automatically generate the plug-in configuration file

[ a

Plug-in key store file name
||:||l.|gin-|-<:e',r.|-cn:||:|

Manage keys and certificates

Copy to Web server key store directory
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Plugin SSL configuration

" Plugin-key.kdb is generated during web server creation using
the same self-signed from the profile. This enables trust on
both sides of the connection between plugin and application
server, out of the box.

* Can link to the same certificate management panels to modify
the KDB file and then propagate to the WebServer similar to
how the WebServer configuration file is propagated.

" iSeries has hard link to internal password (no .sth file) so once
KDB is propagated, the password needs to be reset to
establish the link.

= zSeries does not have writeable keystores, so we cannot add
the signer from the self-signed in the KDB back into the RACF
keystores. However we can extract the RACF signer into the
KDB so that server authentication succeeds (which is the
default setup).
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Client Signer Management

New ssl.client.props should be added to your scripts for the new
configuration to be effective. SSL configurations in the sas.client.props
and soap.client.props are still effective, but won’t have the enhanced
function unless properties are added.

RetrieveSigners script the recommended method for downloading signers
from the server to prepare clients. Programmatic techniques available to
retrieveSigners, autoAcceptForThisConnectionOnly,
autoAcceptAndStorelnTrustStore using the
com.ibm.wsspi.ssl.RetrieveSignersHelper SPI.

RetrieveSigners can be used for Cell->Cell interop by changing the client
truststore (in /etc) to point the server truststore (in
/config/cells/<cellname>) for the local truststore.

Signer exchange prompt simplifies handshake failures by allowing real-
time acceptance. This can cause hang-like symptoms for clients that
perform background connections. In these cases, the signer exchange
prompt should be disabled.
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e Command Prompt - dumpNameSpace.bat -port 2819

C=sWASH_bhAGLY . ?22%AppServertprof iles~AppSrvdlsbhin>dumpNameSpace .hat —port 2819
Getting the initial context

%% S5L SIGHMER EXCHAHGE FPROMPT
S8L signer from target host .41 .52.172 iz not found in trust store CI -UASXE_bBAG1
7. 220 ppServersprofilesAAppSrvdl fetcstrust_opl?2.

Here iz the signer information <wverify the digest value matches wvhat is displaye
d at the serveri:

Subject DM: CH=BIRET48.austin.ibm.com, O0=IBH. C=U%S

Iezsuer DM: CH=BIRET48.austin.ibm.com, O0=IBH. C=U%S

Serial number:- 1146156212

Expires: Fri Apr 27 11:43:32 CDT 2847

SHA-1 Digest: 1B:51:8C-F7:6B:-:7B:6F:BF:CC:7E-A1:CD:-1B:25:3A:13:8A-BA:DID:22
MDS Digest: B7?:-80:F5:D4:FE:B2:A1:23:-AD:=2E:BE:=2B:=7"D:=C2?:A1:15

Add signer to the trust store now? Cusnd _

Enabled or disabled from the
com.ibm.ssl.enableSigner ExchangePrompt property in
properties/ssl.client.props file.

\ OfC: 11 c NANo-11Kk NNDIOM
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I
|l

¢ Command Prompt

m
x|

C:sWASH_bBAG1 7. 22%AppServersprofiles~AppSrvBisbinretrieveSigners . bhat
CHPKIA3BAHAI = Use the —-listRemoteKeyStoreWames and —listLocalKeyStoreMames

options to get list of names for {remoteKeyStoreMName* and
{localKeyStoreName?, respectively.

Uzage: retrieveSigners

{remoteKeyStoreMame> <localKeyStoreMame> [options]l
options:

[-profileMame <profileMame>*] [-remoteflias <aliasFromRemoteStorel]
[-localAlias <storeAsAliasz>] [-listRemoteKeyStoreMames ]
[-lizstLocalKeyStoreMames] [—autofAcceptBootstrapSigner]
[uploadSignerz] [-host <host>] [-port <port>] [—conntype
<RHMI iSOAP>]1 [-user <user>*] [-password <password>*] [-tracel] [-logfile
<filename*] [replacelog] [—qguiet]l [-helpl

C:sWASH_bBA617.22%AppServersprofiles~AppSrvBlisbinretrieveSigners.bat CellDefault

TrustStore ClientDefaultTrustStore —autoAcceptBootstrapSigner

CWPKIA3B8I : Adding signer alias "CH=BIRKT48.austin.ibm.com, O0=IBM. C=US" to
local keuystore "ClientDefaultTrustStore' with the following SHA
digest: 1B:51:8C:F?:68:YB:6F:-8F:CC-7E:A1:CD:1B:25:3A:13:88:BA:DD:922

CWPKIA3B8I: Adding signer alias "dummyclientsigner' to local keystore
"ClientDefaultTrustStore'" with the following SHA digest:
BB:3F:C?:EA:70:54:58:F7:-FD:81:80:YA:83:A6:DA:22:-38:7A:54:CD

CWPKIA3IBABI - Adding signer alias “"dummyserversigner' to local kevstore
"ClientDefaultTrustStore' with the following SHA digest:
FB:3B:FE:E6:CF:87:BA:-01:67:8F:C2:30:74:84:E2:40:2C:B4:B5:65

C:sWASH_bBA617.22%AppServert~profiles~AppSrvB@isbin_
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Panel: Key Lifecycle Management - Key Set

S5L certificate and key management = Key sets » CellLTPAKeyPair

Manages key zatx that control key instances of the zame typs for uss in cryptographic operations,

Coniliguration

General Properties

Additional Properties

# Key alizs prafioc name

Rl abed Thems
[Lrmzsmyma
Koy stores and cerdilicates
# Kay przsword

# Confirm pa==wond

Key generator class name

|-\:\\:|"' 0T WS SECUrTty. o, LTRA sy

Ded=te key refer=nces that are beyond the maximum number of keys

# Maximum number of keys mi=renoed

Senerates key pair

[P I "‘ll:"l D---1‘I |
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KeySets

A KeySet manages the lifecycle of a specific key type.

= Can be configured to dynamically generate keys when a
configured key or key pair generation class is implemented.

* Manages the number of active keys to remember, wraps old
keys off as new keys are generated.

" Uses keystore to store keys so hardware device may be used
here.

= Can simply reference existing keys in a keystore instead of
generating them in software and adding them into the keystore.

= com.ibm.websphere.ssl.KeySetHelper API helps applications
obtain key or KeySet references. This APl is Java 2 Security
protected.
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Panel: Key Lifecycle Management - Key Set Group

Configuration

General Properties

Related Ibems

# Wmy ==i group name

|C=llTrRak ey S=tEmup |

Koy ==i=

Ezy sats

Key gencration
Butomatically generate keys
Scheduled time for genemation

[2: [a | Cam. Oem. @ za-n0ur

{E} Z=n=ralz on a zpe=cific day

Weskida R=peat interval

IF wmmkn

D Garmrale 2l =an inl=real

Mext =tarl date

|Sun &g 13 22:00:34 CDT 2006

[2epty | [OK] [Reset| [Canest]
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KeySetGroups

A KeySetGroup manages one or more KeySets.

Enables dynamic generation of multiple KeySets to
synchronize the key versions.

Can generate based on a configurable schedule.

Note: One can disable the automatic generation of keys. In
some cases this is desirable since we may want to maintain a
static list for some period of time.
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Panel: Key Lifecycle Management — Active Key History

S55L certificate and ey management > ey sets > CellLTRAKeyPair = Active key history

Manages key alias ref=r=nozs in key =tor=s.
Pr=ferenoes

Bod ey alkss: nedsrsnos | ] SErpEraTs ey

5[

Salect | Aliss refersnoe $

|:| LT P &K =y Pair_2

Sorted in ascending order. Click to sort in descending order.

|:| LTP &K =y Pair_3

Total Z

* This shows the current key aliases that are tracked by a specific
KeySet.

“ The aliases can be generated dynamically (when keys are generated
dynamically) or they can be references to already existing aliases in
the KeyStore.
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Panel: LTPA Use of KeySetGroup for Key Management

Configuration

Key genaration

Buthentication data = =norypl=d and decrypted by u=ing Keys that are kept in one or more Key stores,
Key ==t group

CallLTRa ey SanGroun |

Senarats keys |

ey sat grouns

Authantication expirathon

Buthentication information persists in the sy=tem for a imit=d amount of time before it expires and must be
refreshed.

Buthentication cadhe timeouwt
|1:| rminub=s a 3 Rl i1

Timeout vale= Tor forwanded credentisls between e
120 it

Cross-call single sign-on

Single: sign-on across cells can be provided by sharing keys and passwonds. To share the keys and password, log
on to one o=, spedify a Key file, and dick Boport keys. Then, log on o the other o=ll, specily the Key file, and dick
Import keys.

* Passwond
* C
I

onfirm pazsword

Fully gqualifizd key fil= nams

Lmipart keys Exipart mEys
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LTPA using KeySetGroup

* LTPA uses this new technology for key lifecycle management to
ensure keys are changed frequently enough.

" By default, two versions of keys tracked (the latest is used to
generate/validate recent keys, the oldest is used to validate older
tokens).

* Dynamic generation has implications to cross-cell SSO. When
importing a key from another Cell, it becomes the default key for both
Cells (last keys imported/generated are the ones used for token
generation). If you don’t want to lose these keys due to wrapping,
either increase the “maximum number of keys referenced” (could
cause performance degradation) or disable dynamic generation to
keep the list static.

= Since keys have moved into keystores, it's highly recommended to
remove scripting that updates the old LTPA key location in
security.xml. This effectively disables the new function.

= Password no longer required for LTPA keys explicitly, except when
importing/exporting keys (required for KeyStore though).
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Migration/Mixed Version/Mixed Platform Issues

* Migration will preserve keystores in entirety. If v6.02 is migrated to v6.1 and it
used the Dummy certificates, these will be preserved. It’s difficult to determine
if some customization has occurred to all or part of an SSL configuration and
safer to migration this way. These can more easily be converted to self-signed
certificates in the new certificate management panels.

= Migrating the existing keystores allows a mixed version Cell to work properly as
back-level servers do not have the advanced functions to handle signer
exchange. Default certificates can more easily be replaced using the new
certificate management panels.

* Back-level clients will have difficulty communicating with a v6.1 server (using
self-signed certs). The client will need to be reconfigured to use the v6.1
key/trust stores or add the necessary signers using IKeyMan.

* When Dmgr is z/OS (using RACF keystores) and Node is distributed (using
self-signed cert inside PKCS12 keystores), a manual signer exchange should
occur prior to performing an addNode.

* When performing an addNode from a v6.02 Node to a v6.1 Dmgr, the v6.02
]L\l%de rtleeds to exchange signers with the v6.1 Dmgr prior to being able to
ederate.

* Migration disables “Web inbound attribute propagation” whenever a v5.1 or
Erlor Node is part of a mixed-version Cell due to problems interoperating with
tpaToken2 (new version of LtpaToken introduced in v5.1.1).
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z/OS Specific Changes

CSIv2 implementation for IIOP security now mostly common-
code with distributed (Java-based).

Support for HW Crypto exploitation for LTPA and web services
security for soft non hw managed keys.

Enhanced Sync-to-thread to move the enablement decision
into SAF.

Added support to optionally utilized the new RACF mixed case
password.

= All but the daemon SSL has moved to JSSE.
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Agenda
" Enabled by Default
" Federated Repositories
“ Keys and Certificates
" SPNEGO
" Fine Grained Access Control

“ Portlet URL Security



IBM SOA

Single sign-on (SSO) for HTTP using SPNEGO TAI

= Kerberos: from Greek mythology, Cerberus/Cerberos/Kerberos was the 3
headed dog guarding the gates to Hades.

= Kerberos is a 3 party security system — The requestor of a service, the service
itself, and a trusted 3 party

= Cryptographic Tokens are exchanged, not userids/passwords (passwords only
flow when users change them)

" Generic Security Services APl — a C API that abstracts security services.
Kerberos is reference implementation.

» Java SDK implements Java GSS API.

» WebSphere Application Server (at sufficient service level) includes JGSS SPNEGO
Provider for parsing SPNEGO tokens

= Simple and Protected GSS-API Negotiation Mechanism

» Defined IETF RFC 2478

» SPNEGO over HTTP was defined by Microsoft for exchanging credentials to a web
server via HTTP (the focus of the TAI)

» SPNEGO token wraps a Kerberos Token
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Single sign-on (SSO) for HTTP using SPNEGO TAI

= Windows Server 200x Active Directory Domain internally has a Kerberos core

" Domain Controllers act as Kerberos Key Distribution Centres (KDC), Ticket Granting
Servers, LDAP directory and more

" WebSphere Application Server provides a trust association interceptor (TAl)
that uses the Simple and Protected GSS-API Negotiation Mechanism
(SPNEGO) to securely negotiate and authenticate HTTP requests for protected
resources in WebSphere Application Server.

" The same code “base” as the ISSW provided SPNEGO TAI, but it is not
customizable (you do not get the source code)

" The 6.1 SPNEGO TAl is part of the product and fully supported by IBM support
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Single sign-on (SSO) for HTTP using SPNEGO TAI

With SPNEGO TAI support, after a user login to the MS domain controller, the
Web browser client does not have to provide a user ID and password again to
access protected resources in WebSphere Application Server.

Using the JAAS custom login module to map the client Kerberos principal
name bob@kerberosRealmName to WebSphere user name.

Support all User Registries and platforms that are supported by WebSphere
Application Server.

Support web browsers:
» Microsoft Internet Explorer V6.0 SP1

» Mozilla V1.7.8
» Firefox V1.5

Support one or more Microsoft (MS) domain controllers within the same forest.
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Challenge-responses process between web browser and SPNEGO TAI

WebSphere

Active Directory Kerberos KDC Reajst
egistry

Windows 2000/3
Server

3. Request Ticket Granting Ticket (AS_REQ)
4. Get Ticket Granting Ticket (AS_REP)

5. Request Service Ticket (TGS_REQ)

6. Get Service Ticket (TGS_REP)

8. Get userid from SPNEGO\token
9. Validate user with Registry
10. Create LTPA Token

1. HTTP/Post/Get/Web-Service

> <
» 2. HTTP 401 Authenticate/Negotiate
. . — WebSphere
Browser/.NET Client 7. HTTP/Post/Get/Web-Service + Authorization SPNEGO Token SPNEGO TAI .
- Application Server
< 11. HTTP 200, Content, LTPA Token
Windows Client Server Machine

Machine
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SPNEGO TAI configuration elements

SPNEGO JGSS and Ketberos
Web Trust SPNEGO confizuration
Authentication |[#——W Association e E— securty 4—p (krb3.conf) and
module Interceptor providers encryption keys
(keytab)

!

SENEGO. TAL VM
confizuration System
properties properties




IBM SOA

Configure SPNEGO TAI for WebSphere Application Server

* Panel: Enable Trust Association

Secure administration, applications, and infrastructure

Secure administration, applications, and infrastructure > Trust
association

Enables trust association. Trust association 15 used to connect reversed
proxy servers to the application server.

Configuration

General Properties

Additional Properties

¥ Enable trust association
Interceptors

Apply DI{| Reset| Cancel
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Configure SPNEGO TAI for WebSphere Application Server (Continue)

* Panel: Enable SPENGO TAI through JVM system property

» Application servers > server1 > Process Definition > Java Virtual
Machine

™ Debug Mode @curity.spnego.isEnabIed=true
Debug arguments

|—Djava.cnmpi|er=NDNE -Xdebus

Generic JVM arguments

|—D|:c:m.ibm.ws.securitv.spnegn:u.

Executable 1aAR file name

[T Disable JIT

Operating system name

Apply CII{| Reset| Cancel|
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Configure SPNEGO TAI properties using wsadmin command. The following example set up the
Service Principal Name (SPN) w2003secdev.austin.ibm.com, remove the Kerberos realm name from
the Kerberos principal name for WebSphere registry lookup and intercept all HTTP request that have

request-url partially equal to “snoop”.

w&édmin}$ﬂdminTésk.;ddﬂpneguTHIPPAPEPties —interactive
Add SPNEGO TAI properties

This command adds SPNEGO TAI properties in the security configuration.

#¥Host name in Service Principal Name Chost): w2B@3secdev.austin.ibm.com
Service Principal Mame identifier <spnld): 1

HTTP header filter rule (filter>: request—-url¥=snoop

Name of class used to filter HITP requests (filterClass):
SPNEGO not supported browser response (noSpnegoPage):
NTLM Token received browser response (ntlmTokenPage):
Remove Kerheros realm name from Kerberos principal name <(trimUserMamel: true

Add SPNEGO TAI properties

F <Finish?
G <(Cancel)

Select [F, Cl1: [F1 £
UASK?2781: Generated command line: 5AdminTask addSpneqoTAIProperties {-host w200
3zecdev.austin.ibm.com —spnld 1 -filter request—urlz=snoop —trimlzerMame truel
com.ibm.ws . security.spnego.SPN1 . trimlserMame =true
com.ibm.ws.security.spnego.SPNl.filter=request—urlx=snoop
com.ibm.ws.security.spnego.5PN1 . hostName=u2BB@3secdev.austin.ibm.com
wzadmnin>$AdminConfigy save
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Configure a Kerberos client by creating the Kerberos configuration file (krb5.ini or krb5.conf).

wsadmnin»*SAdminTask createKrbConfigFile —interactive
Create Herheros configuration file

This command creates a Kerbheros configuration file <(krh5.ini or krbS.conf).

*Ei}esystem location of the Kerbheros configuration file <krbhPath>: c:>winntskrhh
.ini

*Herbheros realm name in Herberos configuration file <(realm>: WSSEC.AUSTIN.IBM.CO
y |

#Host name of the Kerberoz Hey Distribution Center (kdcHost»: axel.austin.ibm.c

m
Port numbher of the Kerheros Key Distribution Center <(kdcPorti:
#Default name of the Domain Mame Serwice Cdns): awustin.ibm.com

#*#Fjlesystem location of the keytabh file (keytabPath?>: c:iswinntxkrhb.keytah
Encryption type C(encryptionl:

Create Herheros configuration file

F <Finish>»
C {Cancel)

Select [F, C1: [F1

UASK7278I: Generated command line: 5AdminTask createKrbhConfigFile {-krbPath c:-u
innt/krbhS5.ini —realm WSSEC.AUSTIN.IBM.COM —kdcHost ' axel.austin.ibm.cm" —dns an
ztin.ibm.com —-keytahPath c: winnt-skrbh5.keytahZ

c:HwiqnthrhE.ini has bheen created.
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Configure SPNEGO TAI for WebSphere Application Server (Continue)

= Create a Kerberos key tab file from the Active Directory (AD) machine

» Create a user name w2003secdev in AD and check the option Use DES
encryptions types for this account.

»  Use MS setspn tool to map the user name to the SPN format HTTP/<hosthame>
" C:\MS SDK>setspn -a HTTP/w2003secdev.austin.ibm.com w2003secdev
»  Use MS ktpass tool to generate the Kerberos keytab file krb5.keytab for the SPN

. ktpass -out c:\temp\krb5.keytab -princ
HTTP/w2003secdev.austin.ibm.com@WSSEC.AUSTIN.IBM.COM
-mapUser w2003secdev -mapOp set -pass security -crypto DES-CBC-MD5
+DesOnly

= Copy the krb5.keytab file to the WebSphere Application Server machine at the
location which specify in the Kerberos configuration file (krb5.ini or
krb5.conf).

“  Note: The Windows 2003 server ktpass support both DES and RC4-HMAC
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Configure MS IE browser to use SPNEGO authentication

Make sure the client machine is part of a domain for which SSO has been defined. In the following
example, the machine w2003secdev.austin.ibm.com is a member of the domain controller
wssec.austin.ibm.com. Log on to the Windows Desktop with a user name from the domain.

Open the browser, go to menu bar Tools -> Internet Options
Select the Security tab.

Select Local intranet icon.

Click Sites.

Click Advanced.

Add the URL for the host name that SSO should be enabled for, to the list. For example:
http://w2003secdev.austin.ibm.com

Click OK.
Click OK.
Select the Advanced tab.

Scroll down to security section and ensure that Enable integrated Windows Authentication(requires
restart) is checked.

Close the browser.
»  Start the browser.

v Vv v v v Vv

v v v WV

v



IBM SOA

Configure Mozilla or FireFox browser to use SPNEGO authentication

»  Open the browser.
» At the address field, type about:config
> In the filter, type network.n

3.";:_:}!ahuut:cunfig - Mozilla Firefox ;IEIEI

File Edit \Miew Go  Bookmarks Tools  Help

Qj - [_:> - @ O @ ||_| about: config j @ Go IIQ'

Filter: |netwurk.n Show Al
Freference Mame ‘~'| Skatus | Tvpe | Yalue |E|
nebwork, negotiake-auth, delegation-uris defaulk skring

netwark, negotiake-auth, trusked-uris defaulk skring

> Double click on network.negotiate-auth.trusted-uris. This preference lists the sites
that are permitted to engage in SPNEGO Authentication with the browser

> Enter a comma delimited list of trusted domains or URLs. For example:
http://w2003secdev.austin.ibm.com

» Close the browser.
» Start the browser.
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Agenda
" Enabled by Default
" Federated Repositories
“ Keys and Certificates
"= SPNEGO
" Fine Grained Access Control

“ Portlet URL Security
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Fine-Grained Admin Access Control

= Configurable by scripting only.
* Authorization groups setup to group resources.

* Resources include Cell, Node, ServerCluster, Server,
Application, or NodeGroup.

= Cell authorization group available by default for backwards
compatibility.

“ A resource can only belong to a single authorization group.
" Users/groups assigned to roles and authorization groups.
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Create a new authorization group: $AdminTask createAuthorizationGroup {-
authorizationGroupName authGroup1}

Deleting an authorization group: $AdminTask deleteAuthorizationGroup {-
authorizationGroupName groupName}

Add resources to an authorization group: $AdminTask
addResourceToAuthorizationGroup {-authorizationGroupName groupName
-resourceName Application=app 1}

Remove resources from an authorization group: $AdminTask
removeResourceFromAuthorizationGroup {-authorizationGroupName groupName
-resourceName Application=app 1}

Add user IDs to roles in an authorization group: $AdminTask
mapUsersToAdminRole {-authorizationGroupName groupName -roleName
administrator -userids user7}

Addcgroup IDs to roles in an authorization group: $AdminTask
mapGroupsToAdminRole {-authorizationGroupName groupName -roleName
administrator -groupids group 1}

Remove user IDs from roles in an authorization group: $AdminTask
removeUsersFromAdminRole {-authorizationGroupName groupName -roleName
administrator -userids user1}

Remove group IDs from roles in an authorization group: $AdminTask
removeGroupsFromAdminRole {-authorizationGroupName groupName -roleName
administrator -groupids group 1}
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Agenda
" Enabled by Default
" Federated Repositories
“ Keys and Certificates
"= SPNEGO
" Fine Grained Access Control

" Portlet URL Security
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Portlet URL security

WAS 6.1 has an embedded JSR168 Portlet Container.

* One can directly request a portlet through a URL to display its
contents without portal aggregation.

= Similar to servlets one can invoke a portlet by its context root
with the URL mapping /<portlet-name> that is created for each
portlet.

" Portlets can be protected just like servlets when accessed
using the URL.

" The information in the portlet.xml like the user-data-constraint
and security-role-ref will be combined with the information in
the web.xml for that portlet which can be explicitly defined or
implied through an url-pattern.
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Example

Portlet relevant Security Constraints in web.xml

<security-constraint id="SecurityConstraint 1">
<web-resource-collection id="WebResourceCollection 1">
<web-resource-name>Protected Area</web-resource-name>
<url-pattern>/MyPortlet1/*</url-pattern>
<url-pattern>/MyPortlet2/*</url-pattern>
</web-resource-collection>
<auth-constraint id="AuthConstraint_1">
<role-name>Employee</role-name>
</auth-constraint>
</security-constraint>

Security Constraints in Portlet.xml

<security-constraint>

<display-name>Secure Portlets</display-name>

<portlet-collection>
<portlet-name>MyPortlet1</portlet-name>
<portlet-name>MyPortlet3</portlet-name>

</portlet-collection>

<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport-guarantee>

</user-data-constraint>

</security-constraint>
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Protection based on above constraints

URL Transportat1 | User Authorizati
on Authentication | on
Protection

MyPortlet | HTTPS Yes Yes

1/* (Employee

MyPortlet | None Yes Yes

2/* (Employee

MyPortlet | HTTPS None None

3/*

URL Transportati | User Authorizati
on Authentication | on
Protection
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Legal

* © Copyright IBM Corporation 2008. All rights reserved.

* IBM, the IBM logo, the e-business logo and other IBM products and services are trademarks or
registered trademarks of the International Business Machines Corporation, in the United States, other
countries or both. References in this publication to IBM products, programs, or services do not imply
that they will be available in all countries in which IBM operates.

* Product release dates and/or capabilities referenced in this publication may change at any time at IBM’s
sole discretion based on market opportunities or other factors, and are not intended to be a
commitment to future product or feature availability in any way.

* Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States,
other countries or both.

* Microsoft, Windows, Windows NT and the Windows logo are trademarks of Microsoft Corporation in the
United States, other countries or both.

= All other trademarks, company, products or service names may be trademarks, registered trademarks or
service marks of others.
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