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What is Policy and Why?

= Policy provides a mechanism to express:
— Capabilities, requirements and standards




What is Policy and Why?

= Policy provides a mechanism to express:

— Capabilities, requirements and standards

Business Policy

= Artifacts and related
infrastructure to represent
policies as business people
would describe them

= E.g. HIPAA, high-level policy
such as expense reporting
regulations

Business Level Policies

Business Services Policy

= Describe use-specific (i.e.
application-specific) context for
the desired characteristics and
behavior of IT components

= E.g. Composite Business
Application, SCA policies

Service Lifecycle Policy

= Active policies driving lifecycle
transitions of services with
associated governance
validations and enforcement

= E.g. Lifecycle states, WS-I
compliance, versioning




What is Policy and Why?

= Policy provides a mechanism to express:
— Capabilities, requirements and standards

Operational Level Policies

Security Configuration Service-level Policy IT Governance Policy

Policy = Describes specific behaviors of = Describes best practices,
= Technical policy associated the system in terms of standards, guidelines, patterns,
with configuring IT performance, throughput, rules etc. associated with IT

. i Kl .
infrastnie response time, workload etc = Superset of SOA Governance

= E.g. Security policies for = E.g. service-level policy (often policies

access control called service level objective) - E.g. ITIL processes




Policy Hierarchy — An Example
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\

Transform to actionable
form
Identify metrics in order to
refine best practices

Communicate, and
Propagate
Implement and enforce
policy (automated or
manual)




A Good SOA Policy Solution will provide ...

= Provide re-usable Best Practices, Standards and
Requirements

* Provide Governance - Enforcement and monitoring
of Policies across large scale infrastructures

= Span complete SOA lifecycle

= Provide interoperability
= Be easily extensible

= Automatable where possible
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Policy for Web service Configuration in WebSphere
Application Server

= Web service Policy Sets:

— Ease complex Quality of Service (QOS) configurations of JAX-WS
applications

— Configurations are re-usable

— Aids standards (WS-I) compliance

— Introduced in WAS 6.1 FP

— Enhanced and extended to WS-Policy in WAS 7




Policy for Web service Configuration in WebSphere
Application Server

Reusable configuration

Named collection of policies (pre-canned or user defined)
Administratively attached to JAX-WS Web services

E.g. WS-SecureConversation, WS-Security Default, WS-I Reliable RSP

A Single, cohesive type of Quality of Service (QoS)

Defined by an XML schema
E.g. WS-Security, WS-Addressing, WS-Reliable Messaging, HTTPS,WS-Transactions

As administrative task (WAS admin console/command line)
During development/deploy via RAD (un-managed client)




Web Service Policies - WAS 6.1
Bindings
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Web Service Policies - WAS 6.1 FP Policy Sets an
Bindings

»Requires message to be encrypted
=Requires transactions

.

= Echo request (encrypted, transactional) Il 4
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Web Service Policies - WAS 6.1 FP Policy Sets an
Bindings

=Requires message to be encrypted

=Requires transactions

.

= Echo request (encrypted, transactional) .0
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Web Service Policies - WAS 7.0 Policy Sets an Bindings

=Requires message to be encrypted

=Requires transactions

- Echo request (encrypted, transactional) ol
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Service providers > EchoService

Usze this page to manage policy sets and bindings or to access additional infarmation for thizs zervice provider,

Canfiguration

General Properties

Additional Properbes

Service provider

WEDL docurnent
{httpffcormdibrndwasfwessampleszeifecha

; Application:
fFEchoService JaxWSSericesSarmples

Module:
SampleServicesSeiwar

Policy Set Attachments

Attach a paolicy set to the service, endpoints, or aperations, Access the Policy Sharing link to allow clients to

acquire the provider policy, Complete the attachrnent by providing systerm-specific configuration when you
as=sign the appropriate binding.

Preferences

Attach Paolicy Set - Detach Policy Set Aszign Binding ~
k| [
FllEIc
Select| Service/EndpointCperation % | Attached Policy Set I Binding Policy Sharing

rou can administer the following resources:

EchoService Mane

Mot applicable Mot applicable
F EchoServicePart Mone Mot applicable Mot applicable
D echoDperation Mone Mot applicable Mot applicable

Total 2

Y N pRdRi e [




Service providers > EchoService
Usze this page to manage policy sets and bindings or to access additional infarmation for thizs zervice provider,

Canfiguration

General Properties

Additional Properbes

Service provider

WEDL docurnent
{httpffcormdibrndwasfwessampleszeifecha ATy
e e JaxWeServicesSamples

Module:
SampleServicesSeiwar

Policy Set Attachments

Attach a paolicy set to the service, endpoints, or aperations, Access the Policy Sharing link to allow clients to
acquire the provider policy, Complete the attachrnent by providing systerm-specific configuration when you
as=sign the appropriate binding.

Preferences

attach Paolicy Set - Detach Policy Set Azzign Binding ~
Elelealt
Select| Service/EndpointCperation % | Attached Policy Set I Binding Policy Sharing
rou can administer the following resources:
EchoService Mane Mot applicable Mot applicable
EchoServicePart Mone Mot applicable Mot applicable
D echoDperation Mone Mot applicable Mot applicable

Total 2

Y N pRdRi e [




Service providers = EchoService

Configuration

General Properties

Use this page to manage policy sets and bindings or to access additional information for this service provider.

Additional Propertes

Service provider

Thttpficomfibrnfwasfweszamplefseifecho
f1EchoService

Policy Set Attachments

WSDL docurnent

Application:
JaxWSServicesSamples

Maodule:
SampleServicesSeiwar

assign the appropriate binding.

Preferences

iAttach Policy Set =i | Detach Policy Set Assign Binding ~ |
Kerberos WS HTTPS default
LTPA WSSecurity default
S5L WSTransaction

Attach a policy set to the service, endpoints, or operations, Access the Policy Sharing link to allow clients to
acquire the provider policy, Complete the attachrent by providing system-zspecific configuration when you

Follows the W3-SecureConyversation and YWS-Security specifications,

£lszername SecureConversation h & | Attached Policy Set Binding £ Paolicy Sharing
Uzermarme WSSecurity default
WS-1 RSP (,\ FresalUdrces;
w3-1 RSP D Mane Mot applicable Mot applicable
Woaddressin] oojie., W'SReliableMessaging, Wasecurity, Wahddressing  This policy set enables .
| SHTTPS del nmanaged non-persistent Wi-RelisbleMessaging, which provides the ability to deliver 3 [PPIicable
[wSReliableM|message reliably bo its intended receiver, This policy set only works in a single server —
] environment and does nok work in a cluskered environment, Message integrity is provided pplicable
by digitally signing the bodyw, the time stamp, and the WS-Addressing headers, Message
Total 3 confidentiality is provided by encrypting the body and the signature, This policy set




Service providers > EchoService

Usze this page to manage policy sets and bindings or to access additional infarmation for thizs zervice provider,

Canfiguration

General Properties Additonal Properties
Service provider WEDL docurment
{httpffcormdibrndwasfwessampleszeifecha ATy
fFEchoService JaxWSSericesSarmples

Module:

SampleServicesSeiwar

Policy Set Attachments

Attach a paolicy set to the service, endpoints, or aperations, Access the Policy Sharing link to allow clients to
acquire the provider policy, Complete the attachrnent by providing systerm-specific configuration when you

as=sign the appropriate binding.

Preferences

Attach Policy Set - Detach Policy Set Aszign Binding ~
k| (4
Select| Service/Endpoint/Cperation 2 | Attached Policy Set Binding I Policy Sharing I
You can adriinister the following resources:
D EchoService Wws-1 RSP Default Disabled
D EchoServicePort W5-1 RSP [inherited) Default (inherited) Disabled (inherited)
D echoCperation WS-1 RSP (inherited] Cefault (inherited) Disabled [inherited)

Total 2
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WS-Pol icy Standard htp://www.w3.org/TR/ws-policy/

* Interoperable Standard XML format for policy

— (machine-readable)

= Language for combining policies to find an
acceptable policy for all parties (intersection)

* Framework for many policy domains:

— Standard policy semantics that can be re-used across many
policy domains




Importance of WS-Policy for SOA

Standard policy representation enables:

= Policy Governance

— Single representation of policy across the enterprise simplifies
governance

* Interoperability
— No proprietary formats

= Loose coupling
— Deployed assets may be dynamically configured

— Flexible configuration model (assets may advertise a choice of
policies)

— Dynamic configuration (clients automatically reconfigure as provider
policy changes)




WS-Policy Nitty-Gritty

= WS-Policy 1.5 (W3C Recommended) Specification is here:

— http://www.w3.ora/TR/ws-policy/
— http://www.w3.orqa/TR/ws-policy-attach/

Terminology

— A represents a capability, requirement or other
behaviour

» Policy assertion semantics are defined by the relevant domain specification
— A is a collection of one or more policy assertions

A is a collection of one or more policy alternatives




WS-Policy Nitty-Gritty (Syntax)

WS-Policy Language:

= Policies may be (either via external URI or
relative identifier)

= 2 operators:
= OR
=AND

: assertion in order to allow more policies to be
expressed more compactly




WS-Policy Nitty-Gritty — Indicating that Web service
iInvocations should be either secured or encrypted

xmlns:sp="http://docs.ocasis-open.org/ws—-sx/ws—

securitypolicy/200702"

<sp:SignedParts>
<sp:Body/>
</sp:SignedParts>

<sp:EncryptedParts>
<sp:Body/>
</sp:EncryptedParts>

' Policy Alternative1

" Policy Alternative2




WS-Policy Nitty-Gritty — Indicating that AtomicTransactions
are supported but not mandated by service

xmlns:wsat="http://docs.oasis-open.org/ws-tx/wsat/2006/06"

} Policy Alternative1
(no trans)

<wsat :ATAssertion> } Policy Alternative2

(transactions mandated)

Shorthand ‘compact form’

xmlns:wsat="http://docs.oasis-open.org/ws-tx/wsat/2006/06"

<wsat :ATAssertion >




WS-Policy Nitty-Gritty

= WS-Policy 1.5 (W3C Recommended) Specification is here:
— http://www.w3.org/TR/ws-policy/
— http:/www.w3.org/TR/ws-policy-attach/ <z

= Terminology

- A is an entity (e.g., an endpoint, message, resource,
operation) with which a policy can be associated.

- A defines the collection of policy subjects to which a policy
may apply

— A iIs @ mechanism for associating one or more
policies with a policy scope




WSDL Policy Attachments — Embedding policy within
WSDL

<wsdl :binding name="EchoSOAP" type="tns:EchoServicePortType">
<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http"/>

xmlns:sp="http://docs.ocasis-open.org/ws—-sx/ws—
securitypolicy/200702"

</wsdl:binding>




WS Pollcy in WSRR 6.2: Extending Service Metadata
Management and Governance Capabilities

"\WSRR 6.2 provides:

= Mechanism for authoring/attaching policies in WS-Policy format
= Policy Management activities

= Policy Libraries for best practlce and |nteroperab|I|ty

Edit Composite Policy

Manage Policies > New Composite WS-Policy
Bolicy Details

Policy Properties - WS-Policy Domain

Policy Name
Enawands.com/TestPolicy/ CompasitaPalicy]

Description
[tllustration of = composite policy

WSU:ID
[cempositePalicy

Add 'OneOf' Add 'AllOF Add Palicy Reference
nts

da.sr.ibm.com/policies#HighRiskClaimBalicy”
a.sn.ibm.com/polides#LovdiskClaimPolicy”

il .com/PolicyDefinitions=SecureMessagePalicy”

a.sr.i .com/PolicyDefinitions#ReliablaMes=s=gingPalicy”




Still need a standard way to exchange WS-Policy...

= For example:

— Policy Enforcement Point acquires its policy from central
repository or other

= Policy can be exchanged via:
—HTTP GET to acquire WSDL
— WS-MetadataExchange (WS-Mex)




Exchanging WS-Policy Metadata - WS-MetadataExchange
(WS-Mex)

Exchange of Metadata in order to bootstrap communication with Web
services

— Endpoints can support operations specifically for retrieval of
metadata

— (Mechanism for embedding Metadata in EndpointReferences)
Metadata exchange spec deals with other types of Metadata.
— Focus on exchange of WSDL containing policy

Initial Specification:
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-
mex/metadataexchange.pdf

Specification is now being standardised (been submitted to W3C)




Recap — WS-Policy and WS-MetadataExchange

= WS-Policy:
— W3C Recommendation
— Interoperable machine-readable format for expressing policy
— Flexible
— Extensible
= WS-MetadataExchange

— Submitted to W3C for standardisation

— Define standard mechanism for Metadata Exchange (including
policy) over SOAP
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WAS 7.0 JAX-WS Services can be configured to Share
their Policy Set Configuration in WS-Policy Format

= Administratively

— Using Admin Console
or Command Line interfaces

* During Development
— Using RAD 7.5 development tools




Interoperability: Sharing Policy Set configuration in WS-
Policy Format

HTTP GET
or

WS-MetadateBxsbarige Getieistiata request wme=F o

e

WebSphere. E‘{‘F

. =

S Application Server

WSDL document containing - '5 g

configuration in ws-policy § \\ S —
format \

N
\

) Policy Set Binding

\
\
\
\
1

:Configuration

Policy Set




Service providers > Echo Service

Usze this page to rmanage policy sets and bindings or to acceszsz additional infarmation for this service provider,

Configuration

General Properties Additional Properties

Service provider
fhitp:/fcomfibrmfwas/wssamples/seifecho/tEchoService

WSDL docurnent

Application:
JaxWiServicezsSamples

Maodule:
SampleServiceszSeiwar

Policy Set Attachments

Attach a policy set to the service, endpoints, or operations, Access the Policy Sharing link o allow clients to acgquire
the provider policy, Camplete the attachment by providing system-specific configuration when yvou assign the
appropriate binding.

Preferences

Attach Policy Set - Detach Palicy Set Assign Binding =

el

Select | Service/Endpointf Operation & | Attached Policy Set Binding Paolicy Sharing I:

You can administer the following resourcas:

D EchoService We-1 RSP Default Enabled

D EchoServicePort WS-1I RSP (inheritad] Default (inherited) Enabled(inherited)

D echoDperation WS-I RSP (inheritad] Cefault (inherited) Enabled(inherited)

Total 2




Cloze page

—

Service providers > EchoService > Policy Sharing

Use this page to specify whether, and by which rethods, cdients can acquire the provider policy.

Service Provider WS-Paolicy Control Properties

Allow clients to acquire policy fram:
Exported WSDL (HTTP messages secured with the application transpart policy if defined)
WS-MetadataExchange request [secured with the application transport policy if defined)

I:l Attach a systermn policy set to the WS-MetadataExchange

Apply | =] | Rezet | Cancel |

Field help

Faor field help infarmmation,
select a field label or list
rnarker when the halp
cursor is displayed,

Page help
Mare inforrmmation about
thiz page

Command Assistance

View adrinistrative
scripting cormmmand for last

ackion




Securing the Policy Exchange

= Authentication and Integrity particularly important
for GetMetadata response:

— Client needs to be sure the provider sending its policy is
valid before it sends its message

— (Should be nothing confidential in the policy exchange)

= WAS provides a default System Policy Set for
securing WS-MetadataExhange GetMetadata

= HTTP GET policy acquisitions secured by
transport




Service providers > Echo Service

Usze this page to rmanage policy sets and bindings or to acceszsz additional infarmation for this service provider,

Configuration

General Properties Additional Properties

Service provider
fhitp:/fcomfibrmfwas/wssamples/seifecho/tEchoService

WSDL docurnent

Application:
JaxWiServicezsSamples

Maodule:
SampleServiceszSeiwar

Policy Set Attachments

Attach a policy set to the service, endpoints, or operations, Access the Policy Sharing link o allow clients to acgquire
the provider policy, Camplete the attachment by providing system-specific configuration when yvou assign the
appropriate binding.

Preferences

Attach Policy Set - Detach Palicy Set Assign Binding =

el

Select | Service/Endpointf Operation & | Attached Policy Set Binding Paolicy Sharing I:

You can administer the following resourcas:

D EchoService We-1 RSP Default Enabled

D EchoServicePort WS-1I RSP (inheritad] Default (inherited) Enabled(inherited)

D echoDperation WS-I RSP (inheritad] Cefault (inherited) Enabled(inherited)

Total 2




W ] (machine readable) WS-Policy

associated with the service

=sp:SymmetricBinding
=wsp.Policy=
=zp:ProtectionToken=
=g piPalioy=
=spSecureConversationToken "hitpefdocs. oasis-open.orghs- s s-securitypolicy 20070 20ncludeTokenidhwaysToRecipient'=
=wespPolicy=
=5p:RequireDerivedkeysr=
=5p:RequireExernalriReferencel=
=sp.BootstrapPalicy=
=g Policy=
=speAsymimetricBinding=
=wysp Palicy=
=spiInitiatorToken=
=wsp Policy=
=25p609Token "hitp:idocs.0asis-open.orghs- s¥iws-securitypolicy 2007 02 IncludeToken/Always ToRecipient'=
=wysprPolicy=
=sp WS sHAa0YY 3 Token 0=
=hwvsp:Folicy=
fspRal8Token=
=fispPolicy=
IspelnitiatorTaoken=
=spRecipientToken=
awsprPolicy=
=25p609Token “hitp:idocs.0asis-open.orghs- s¥iws-securitypolicy 2007 02 ncludeTokenislways Tolnitiator =
=g Policy=
=sp WS sHAa0YY 3 Token 0=
=tspFPolicy=
fspRal8Token=
=hrspPolicy=
Isp:RecipienfToken=
=5pAlgarithmsuite=
=wspPolicy]
=sp.Basicl 28Rsalar=
=hrsp:Policy=
fspAlgorithmSuite=
=zp.Layout=
=wsp Policy=
=sp:Strict’=
=fwespiPolicy=

"hitp:fdocs.0asis-open.orghws- sxbws-securitypolicy/ 200702 =

fsp:Layout=
=spIncludeTimestampi=
=sp.EncreptSignaturel=




Mapping between administered Policy Sets and Shared
Policy Configuration

= Policy Sets are close to ws-policy in format
— Transformations for spec levels
— Driven by interop testing

* A single administrative decision may result in
more than one possible policy:

— E.g. transactions




Where appropriate, WAS provider will automatically include
choice in its policy for flexible configurations...

7=

Application policy sets > TransactonsOn > W S-Transacton

Specify the policies for WS-AtomicTransaction and WS-BusinessAdivity protocols, WS-AtormicTransaction supports coordination of
activities so that all occur, or none occurs, WS-BusinessActivity supports coordination of compensation, Thesze policies are used

when a client sends a request, when a provider receives a request, and when generating a WSDL file containing policy for a Web
zervice endpoint

':f:'Mandatnrg - cliamts rmust zend, and providers rnust receive, WS-AT context
:'Suppnrts - if WE-AT context is available, dients can send it and providers can use it
e

-
[
N

WS-BusinessActvity

Y Mandatory - cliants rmust zend, and providers rust receive, WS-BA context
A Supports - if W5-BA context is available, clients can send it and providers can use it

A Meyver - clients must not send, and providers must not receive, WS-BA context

Apply Ok

<atassertion:ATAssertion xmlns:atassertion=
"http://schemas.xmlsoap.org/ws/2004/10/wsat"/>
<atassertion:ATAssertion xmlns:atassertion=
"http://docs.oasis-open.org/ws—-tx/wsat/2006/06" />
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WAS Client can be configured to dynamically acquire ws-
policy

= Administratively

— Using Admin Console
or Command Line interfaces

* During Development
— Using RAD 7.5 development tools

Provider’s policy is acquired DYNAMICALLY when
required (i.e. policy acquisition is triggered by first
Web service request from client)




Specifying Provider-Only Policy

Policy Set Attachments

Defimne policy and binding configuration for the service reference, endpoints, or operations, Access the Paolicies
Applied link to indicate whether to uze and how to acquire policy from the service provider, Complete the
attachrnent by providing systern-specific configuration when vou assign the appropriate binding.

Preferances

Attach Client Policy Set ~ Detach Client Policy Set Azzign Binding

ol

Select| Service/EndpointCperation & | Atkached Client Policy Set £ | Policies Applied I Binding I

rou can administer the following resources:

r
D EchaoService Mone I Provider anly [ Default

——
'_F'rn:".lider only Default (inherited)

D EchoServicePort Mone
| | linherited)

D echoOperation Mone | | Provider only Default (inherited)
I [inherited)

I
I




Interoperability: Client using Provider-Only Policy

“t=l ==
=

HTTP GET
or

WS-Metadatabxscbange Getjdelatata request

" Client ==

]
WebSphere.
]
s
e =S

Policy Set Binding

WSDL document containing
configuration in ws-policy
format

Service

(= e AN




Specifying Client and Provider Policy

Policy Set Attachments

Define palicy and binding configuration for the service reference, endpoints, or operations, Accesz: the Policies
Applied link to indicate whether to use and how to acquire paolicy from the =service provider, Complete the
attachrnent by providing systerm-specific configuration when you assign the appropriate binding.

Preferences

Attach Client Policy Set = Detach Client Palicy Set | Aszign Binding =

B

Select ServicefEndpoint/Cperation & | Attached Client Palicy Set 2 | Policies Applied Binding I

bt

You can administer the following resources: (= ————— =

D EchoService Ws5-1I RSP 1 Client and provider | Default

=== ==

D EchoServicePort WS-I RSP [inherited) I Client and provider Default (inherited)
[imherited)

I Client and provider Cefault (inherited)
] [inheritad)

I
1

echoOperation WS-I RSP [inherited)




Interoperability: Client using Provider-Only Policy

HTTP GET

or

~80= g ¥ WS-MetadataBxshavige Getilelotiata request
WebSphere.

_\‘_'_"‘- Client

= : :
e el = WSDL document containing ! Se rvice

configuration in ws-policy porm T E T
format

Policy Set Binding

Policy Set




What if WAS 7Client has choice of policy alternatives?

= WAS client will choose to use policy that it supports

= [f client supports >1 option, WAS client may have a preference (in particular: the client
has a preference for later spec levels where more than one is supported)

For example, 2 levels of transactions supported by service:

<atassertion:ATAssertion xmlns:atassertion=
"http://schemas.xmlsoap.org/ws/2004/10/wsat"/>

<atassertion:ATAssertion xmlns:atassertion=
"http://docs.oasis-open.org/ws-tx/wsat/2006/06" />




Service clients = EchoService = Policies Applied

Uze this page to specify which policies to apply to the application or service client, If vou choose to use the provider policy, you
can also specify the method by which the dient should acquire this policy,

Client W5 -Policy Control Propertes

Apply the following policies:

Provider palicy anly

Method to obtain provider policy:
& HTTR GET request [zecured with the application transport policy if defined)

')
o

W2 Uze the default request target

o Specify request target

o WS-MetadataExchange request (secured with the application transport policy if defined)

Attach a zystern policy zet to the WS-MetadataExchange

QK | Cancel




Service clients = EchoService = Policies Applied

Uze this page to specify which policies to apply to the application or service client, If vou choose to use the provider policy, you
can also specify the method by which the dient should acquire this policy,

Client W5 -Policy Control Propertes

Apply the following policies:

Provider palicy anly

Method to obtain provider policy:

')
Y

HTTP GET request [zecured with the application transport policy if defined)

')
o

W2 Uze the default request target

o Specify request target

Attach a zystern policy zet to the WS-MetadataExchange

QK | Cancel |

Ability to acquire policy from provide
central repositor
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Summary

= WS-Policy is an emerging standard

= WS-Policy provides Flexible, Interoperable
solution for SOA governance




Summary

= WS-Policy is a new and emerging standard

= WS-Policy provides Flexible, Interoperable
solution for SOA governance

* Industry next steps?

— Standardisation of WS-MetadataExchange
Specification for interoperable policy exchange

—WS-Policy prevalence in Governance scenarios

— Emergence of policy new domains




